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ABSTRACT

Failure incidents in networked systems such as datacenters, private or public cloud en-
vironments, WAN and enterprise networks lead to significant downtime and violations of
service-level agreements, incurring large financial losses. To mitigate failures quickly, oper-
ators seek to implement automated failure diagnosis, also known as Root Cause Analysis
(RCA). The goal of RCA is to localize faults with high accuracy in a timely manner using
practical monitoring telemetry. There are two major challenges in designing such RCA so-
lutions: (1) accurately modeling the behaviour of the system and (2) using the model to
infer the root causes accurately. Existing works on RCA either (1) fall short in modeling the
complexities of an environment and hence utilize imprecise models or (2) utilize an inference
algorithm for RCA that is inadequate in extracting high accuracy from the model.

In this thesis, we propose solutions for RCA based on two high level ideas. First, we utilize
a suitably designed Probabilistic Graphical Model (PGM) to accurately model the system
behaviour. A PGM is a model based on an underlying graph structure that, as we show
in the thesis, naturally allows us to model the complexities of a distributed system with
many components. Second, we design custom training and inference algorithms to extract
maximum inference accuracy from the PGM-based model. Our algorithms are designed to
handle the various characteristics of real world systems such as large scale or noisy input
monitoring data.

Using the high level ideas outlined above, we propose three RCA systems. In chapter [2]
we describe Murphy, a RCA system for diagnosing performance issues in distributed appli-
cations. Murphy models weak inter-dependencies between system components via a Markov
Random Field (a type of PGM based on undirected graphs) that can handle cyclic dependen-
cies. With its more precise modeling of inter-dependencies, it is able to predict root causes
with higher accuracy than past works. In chapter 3| we describe Flock that localizes unre-
ported failures in datacenter networks. Flock models the problem via a Bayesian network
(a type of PGM based on directed acyclic graphs) that can handle the various complexities
of a datacenter network such as lack of knowledge of path information of flows or occasional
noisy packet drops. Flock utilizes a custom inference algorithm that can speed up inference
in discrete-valued PGMs by multiple orders of magnitude. This inference algorithm allows
Flock to unlock the benefits of PGM-based modeling for datacenter networks and allows it to
achieve higher inference accuracy than past works. In chapter [ we describe FaultFerence,

a RCA system for detecting faults in datacenter networks with only passive monitoring that
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obscures path information up to a large set of paths, for all flows. In such cases, even Flock
(or any fault localization algorithm) can only localize the fault to a large equivalent set of
devices. To localize within this equivalence set, FaultFerence uses a similar model as Flock’s
but additionally runs iterations of inference followed by strategically chosen “microactions”
that tweak the network ever so slightly which helps in symmetry breaking. Using this ap-
proach, FaultFerence is able to reduce the time to localize faults, while also reducing the
invasiveness of the localization procedure compared to ad-hoc techniques employed today.
The above systems demonstrate the benefits of principled inference via accurate modeling

of system behaviour towards achieving high diagnosis accuracy.
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CHAPTER 1: INTRODUCTION

Networked systems are becoming increasingly complex. These include critical infrastruc-
tures like public or private cloud environments, datacenters, WANSs, enterprise networks,
large distributed services among others. These systems have increasingly large scale— they
can comprise millions of components which can interact with each other in complex ways.

In such large systems, inevitably infrastructure issues and failures arise. These failure
incidents have a large financial cost. For instance, a recent survey [4] concluded that the
hourly cost of server downtime is > $1M for 44% of enterprises. Similarly, a Gartner study [2]
estimated the hourly cost of delays, lag and downtime for the average enterprise to be about
$330K. Given this high cost of failures, its crucial for organizations to mitigate failures
quickly. Often there are service level agreements in place, which require mitigation within a
certain deadline [28].

When a critical infrastructure incident occurs, system operators are called upon to re-
solve that issue. Using the tools at hand and domain expertise, operators are required to
troubleshoot various kinds of issues. These might include anomalous performance metrics
seen by the client (e.g. high client latency [44] [I03], high request error-rate), network issues
(e.g. loss of connectivity [50], packet drops [90], high packet latency [83], low throughput),
security issues (e.g. denial of service attacks [19], intrusion), hardware failures (e.g. a rack
experiencing power outage, link flaps [81]), configuration issues (e.g. misconfiguration of Ku-
bernetes auto-scalers, unintended interaction of various controllers [69]) among many others.
An incident from this vast category then needs to be resolved by the operator by manually
reasoning about complex interactions between components. Such manual reasoning can be
very time consuming and often infeasible for a human operator.

To deal with the complexity, an important step is to make use of automated Root Cause
Analysis (RCA) techniques. At a high level, RCA tackles the problem of finding entity(s)
that may have caused a problematic symptom. This definition is deliberately non-specific,
since RCA encompasses a wide range of failure types and environments. Depending on the
context, a root cause entity might be a component in the system or it might refer to an action
that was taken that may have caused a change. For instance, an observed problem might
be high packet drops in a datacenter and the goal of RCA might be to localize the packet
drops to a device using end-to-end flow metrics seen by the host. Another instance of the
problem could be an anomalous performance metric that the client is experience and the goal
of RCA is to find the virtual or physical component that may have caused the anomalous

metric. RCA, in some form, has been deployed by virtually all the major cloud providers as



it reduces the mitigation time for failures. Thus, given its practical consequences, RCA is
an important goal to achieve. RCA also offers a rich space of technical challenges that need
to be solved for effective diagnosis.

There have been previous works that have tackled the goal of RCA in various contexts.
One line of work has built solutions using advanced monitoring telemetry. For instance,
past works such as [103] 30, [60] tackle failure diagnosis in datacenter, enterprise and cloud
environments, using advanced telemetry such as fine-grained packet or request metadata.
However, such solutions are ineffective for the vast majority of real deployments which do not
have such advanced telemetry. Designing systems for such deployments based on commonly
available telemetry is thus an important research goal for increased applicability.

In contrast, designing effective tools for common environments is hard due to myriad

complexities of today’s networked systems. We describe some of these complexities below-

o A large distributed service might comprise thousands of “micro-services” (see fig-
ure . To answer a single request in such a large service, thousands of micro-
services would interact with each other to produce a response. Due to this reason, if
a client request results in an error or experience high latency, it might be difficult to

locate the exact source of the error [44].

e In a distributed service, a practical telemetry might only provide information about
which pairs of services are talking to each other, but not the precise order of the call
graph (see figure . The precise order allows an operator to reason about the
journey of a request as it flows through the distributed service. Previous works like
[44, [103], 25] rely on the call graph of the application for root cause analysis. Not
knowing the precise call graph can make troubleshooting performance issues much

harder and render these works ineffective.

e There might be cyclic dependencies between the system components which makes root
cause analysis tricky (see figure . Without cyclic dependencies, one approach
to model the system is via a “causal DAG” of components, which detail the exact
set of components that any component can directly influence. The presence of cyclic

dependency makes techniques [25] [44] that assume a causal DAG inapplicable.

e Usually, datacenter networks have multiple routes for any given flow and the network
switches pick one of multiple next-hops using ECMP routing (via hashing on the 5-tuple
of the flow: <src ip, dst, ip, src port, dst port, protocol>). The ECMP hashing takes
place in real-time and in hardware for speed. Usually, it is hard to obtain knowledge

of the path onto which a particular flow was hashed. Then during troubleshooting a
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Figure 1.1: Examples of types of complexities present in various networked systems: (a)
large scale of systems comprising hundreds of thousands of components, (b) the precise
order of invocation of distributed services is not known, only the pairs of services talking to
each other are known, (c) presence of coarse-grained information, aggregated over a time
interval instead of fine-grained events, (d) unknown path information for a flow in a
datacenter due to ECMP routing, (e) presence of cyclic dependencies between components,
(f) multiple layers in a system due to virtualization, any of the virtual components can be

responsible for an incident



network problem, one has to deal with “path uncertainty” (see figure [1.1d)), where the

route for a flow is obscured to a set of paths.

e Each component in a system executes several actions (e.g. send a request/packet,
create a process etc.). In a networked system so large, its not feasible to record every
action in the system. Hence, practical telemetry often consists of coarse-grained metrics
that are aggregated over a period of time, usually a few minutes (e.g. number of
requests sent by a microservice every 30 minutes, see ﬁgure. Aggregation however
makes it difficult to reason about the exact set of events that may have led to a problem.
“Provenance” based systems that reason about events and their causality [31], 05, 53]

941, [86] don’t apply in such practical settings.

e Virtualization of hardware is commonplace in networked systems. Some examples
of virtualization include VMs on hosts, virtual NICs on physical NICs, virtual disk
on physical storage etc. While there are several benefits of virtualization such as
efficiency, cost savings, security etc., it also makes troubleshooting more complex since
now virtual components may also contribute to the problem (see figure [1.1f). A virtual
component (e.g. a virtual disk) can be separated in space from another component
(e.g. a VM) that’s interfacing with it in a way that the virtual component appears
logically co-located [98]. This kind of virtualization introduces multiple extra layers
and a fault may arise in any one of the underlying layers. Indeed, sometimes it may

be hard to attribute a failure to a physical or a virtual component.

We note that this is not an exhaustive list. Any one or multiple of these complexities
can be present in a practical deployment. Given all this complexity, one might wonder
if its possible to design a RCA tool that can achieve (a) high accuracy, (b) is based on
practical telemetry, and (c) has a reasonable inference time. To achieve high accuracy, we
seek solutions that are principled and are robust to the system complexities, some of which
were described above. To maintain practicality of our solutions, we want RCA techniques
based on monitoring data that can be easily obtained in real deployments. Finally, to ensure
that the RCA systems are useful to system operators, we want to ensure that the data
fetching and the RCA algorithm finish in a few minutes, which is an acceptable amount of
delay for failure diagnosis. A longer runtime (e.g. an hour) would have resulted in significant
amount of downtime already and hence such solutions would be too slow.

To achieve the above goals, a RCA system needs to meet two objectives: (1) designing a
model of the system using available monitoring data, capturing system behaviour as accu-

rately as possible and (2) designing model training and inference algorithms, handling the



practical challenges of the environment. Many existing RCA solutions based on commonly
available monitoring data have been proposed. We can categorize existing work into two
groups— (1) solutions whose model of the system is too simplistic or does not accurately cap-
ture the behaviour of the components. For instance, 007 [24] effectively models the problem
in a way that does not account for traffic skew in the network. NetMedic’s design [63] involves
heuristics and a fixed model (as opposed to a learning-based approach), thus making implicit
assumptions about the real world that may not hold (for e.g. the nature of dependencies of
the same two entities can change over time; a model that gets trained continually on recent
history can capture such a dependency but a fixed model can’t). ExplainIT [61]’s model
effectively ignores how components are organized in the system. As we will also show later,
not modeling system behaviour accurately comes at the cost of reduced inference accuracy.
(2) The second category of solutions include those which model the system accurately but
their training or inference algorithms do not handle all practical challenges of real world
systems. For e.g. Sherlock [25] models components and their interactions accurately, but its
inference algorithm does not scale to large problems making such solutions inapplicable for
large environments such as a datacenter network. NetBouncer’s [90] implicit model is also
close to the actual behaviour of the system but its inference technique does not result in
high inference accuracy. Its inference is based on predicting drop rates on every link using
an optimization problem. While this approach also works in some cases, as we show, it is
outshined by approaches based on Bayesian inference.

To tackle the limitations of past works, we use two high level technical ideas— (1) we
model a particular system via probabilistic graphical models(PGMs), adapting the PGM
to the particular RCA problem at hand and staying as close to the actual behaviour as
possible. PGMs (§ are models based on an underlying graph structure and is a natural
fit for the distributed nature of the systems we are trying to troubleshoot. By suitably
adapting PGMs, one can capture the various complexities of real environments such as path
uncertainty, cyclic dependencies between entities, noisy packet drops etc.. When possible, we
learn parameters of the PGM-model from historical data. (2) Secondly, we develop training
and inference algorithms that are designed with the goal of extracting maximum accuracy
from the model, while solving the practical challenges of the environment such as scale of
the networked system or noise in the monitoring data. Embodying these ideas, this thesis
proposes three systems for root cause analysis.

We propose Murphy (§[2)), a root cause analysis system, to diagnose performance issues in
distributed cloud applications. Such applications have complex inter-dependencies between
distributed application components as well as network infrastructure components, making it

difficult to reason about their performance. An important system behaviour in these systems



is that components interact with each other in such a way that they influence each other’s
metrics, inducing cyclic dependencies between entities E] Murphy models this behaviour
via a Markov Random Field (MRF)-based model (a type of PGM based on an underlying
undirected graph structure, see § , which is learnt from historical data comprising
coarse-grained timeseries metrics of entities. Murphy’s MRF model is based on an undirected
graph that can tolerate cycles, unlike solutions like Sage [44] that require acyclic causal DAGs
between entities or ExplainIT [61] that ignores inter-dependencies altogether. To predict
root cause in this model, we develop a counterfactual reasoning algorithm that predicts
the effect of changing the metrics of one entity on another. This counterfactual reasoning
algorithm uses the underlying MRF model to propagate the effect of a hypothetical change in
a metric (e.g. CPU usage) of a candidate root cause entity to the entity that’s experiencing
a performance issue. To avoid noisy inference, Murphy’s inference algorithm evaluates the
metrics of only a small number of other entities that may get affected by the candidate
root cause entity and may also be relevant to the problem. Faithfully capturing the entity
inter-dependencies allows Murphy to achieve a higher inference accuracy than past works.
We evaluate Murphy in an emulated microservice environment and in real incidents from
a large enterprise. Compared to past work, Murphy is able to reduce diagnosis error by
~ 1.35x in restrictive environments supported by past work, and by > 4.7x in more general
environments.

We propose Flock (§ [3]) to detect failed components in a large datacenter, using end-to-
end flow information observed by the end-hosts. Unlike Murphy, the challenge here is to
infer hidden metrics, not present in the monitoring data e.g. unaccounted packet drops on
a link. To do so, Flock models a datacenter network via a Bayesian network (a type of
PGM based on an underlying directed acyclic graph, see § , designed specifically to
capture faults in components in a network topology. This model accurately captures the
complexities of a datacenter deployment such as the lack of knowledge of paths taken by
flows, occasional noisy packet drops or delayed flows not indicating an error. To achieve
high inference accuracy using this model, Flock uses Mazimum Likelihood Inference (MLE).
However, as Sherlock [25] showed, existing MLE inference algorithms for Bayesian networks
are intractable for size of a datacenter that comprises hundreds of thousands of components.
To handle the problem of scale, we design algorithmic techniques (greedy inference and Joint
Likelihood Exploration (JLE)) to accelerate inference in discrete-valued PGMs. Using faults
created in simulation and a testbed, we show that Flock improves accuracy over the best

previous datacenter fault localization approaches by 1.19 —16x on the same input telemetry,

'We use entities and components inter-changeably



by 1.2 — 55x after incorporating passive application telemetry and by 1.66 — 12x with in-
network telemetry (INT) that also captures the path of flows. Flock’s inference runtime
is > 10*x faster compared to past PGM-based solutions, allowing it to unlock benefits of
PGM-based modeling at the scale of a datacenter. We also prove that Flock’s inference
algorithm correctly recovers the set of truly failed links, in restricted settings.

We propose FaultFerence (§ , a system to diagnose unreported failures in datacenter
networks (e.g. black holes) using the most practical telemetry— passive monitoring of flows.
Passive monitoring obscures the path taken by flows up to a large set of possible paths. In
such cases, Flock (or any fault localization algorithm) are fundamentally limited and can
only narrow down the fault to a relatively large set of equivalent components. Devices in
these equivalent sets perform the same function in the network and hence appear symmet-
ric in the monitoring telemetry. FaultFerence performs iterations of inference followed by
“microactions” that very slightly tweak the state of the network. FaultFerence’s inference is
based on a Bayesian network-based model. This model is similar to Flock’s and is able to
capture system complexities such as the path uncertainty about flows. To perform localiza-
tion, FaultFerence utilizes a greedy algorithm to generate a short sequence of microactions
to be applied to the network. Each of these microactions helps to break symmetry of devices
in an equivalence set. The coupling of FaultFerence’s inference with intelligently chosen
microactions allows FaultFerence to quickly localize a failure, reducing the time and in-
vasiveness of current ad-hoc procedures. In our experiments, we localize black holes in a
datacenter topology via micro-actions that alter some paths for a small set of flows. We show
that FaultFerence localizes the fault > 98% of the times, and reduces the number of steps by
2.1x compared to what a smart operator might manually take. We believe FaultFerence is
the first failure diagnosis system to tackle the problem of localizing faults among equivalent
devices, and it opens a new paradigm of closed loop root cause analysis in a system with
many components.

Flock appeared in ACM CoNext, December 2023 [55]. Murphy appeared in ACM SIG-
COMM, September 2023 [56] and FaultFerence’s publication is forthcoming.

1.1 PRELIMINARIES

We define some terminologies that will be used throughout this thesis.



1.1.1 Failure diagnosis in networked systems

1.1.1.1  Gray failures

A gray failure is a failed component which is experiencing performance degradation or
a failure, but does not get reported by existing monitoring systems [59]. An example of a
gray failure is a link that is silently dropping a packet without updating switch counters or

a silent packet corruption in a switch.

1.1.1.2 Microservices vs Monolith applications

Modern applications are moving from monolithic codebases to highly modular application
comprising tens to thousands of microservices that perform relatively simple functions. The
modular design allows each microservice to be provisioned and maintained independently.
While microservice-based applications are more agile and scalable, they are also more com-
plex to troubleshoot . For example, if the application user experiences a high delay, the
reason could be in any of the several component microservices that coordinate to generate

the user response (see [44] for a discussion of these issues).

1.1.2  Brief overview of Probabilistic Graphical Models (PGMs)

A probabilistic graphical model is a probability model based on a graph where each vertex
v of the model represents a random variable V. We describe two categories of PGMs (a)
Markov Random Fields, based on undirected graphs or general directed graphs and (b)
Bayesian Networks, based on directed acyclic graphs (DAGs). The variables in a PGM, in
our context, will represent states in the system, either observed or unobserved. The PGM
will define how these states depend on other states and components. For a specific RCA
problem, we will make use of a model that appropriately captures the inter-dependencies

between components in that environment.

1.1.2.1 Markov Random Field

A Markov Random Field is a type of PGM where the underlying graph structure is an

undirected graph. The joint probability of all vertex random variables is given by,

P[UI,UQ...%]:% T ocveve.) (1.1)

C':maximal cliques
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Figure 1.2: Two types of Probabilistic Graphical Models (PGMs) depending on
the underlying graph structure. In the context of failure diagnosis, the vertices of the
graph would be the entities— flows, links, VMs, switches etc. and a probabilistic model on
top of the graph would describe how these entities affect each other.

Where Z is an (unknown) normalization constant and C' is any maximal clique in the graph
G. In the above case, the underlying graph is undirected. Such PGMs, based on undirected
graphs, are known as Markov Random Fields (MRFs). Figure shows a toy Markov

Random Field with 7 random variables.

1.1.2.2 Bayesian/Belief Network

A Bayesian network is a PGM-based on a “causal” DAG, G, where the joint probability

is given by,

Plvy,ve...vp) = H P[V = v|parents(V)] (1.2)

V:vertices

A Bayesian network is a generative model which captures exact directed dependencies
as to which variables are caused by which other variables. For instance, in the Bayesian
network shown in Figure random variable V4 depends only on V1 and V2, and is
conditionally independent of all “non-descendent” variables- V3, V5, V7 given V1, V2. A
Bayesian network can capture “causality” between the variables. For instance, the Bayesian
network in Figure shows that V6 is caused by V4 and V5. In turn, V4 is caused by V1
and V2, and V5 is caused by V2 and V3.



CHAPTER 2: MURPHY: PERFORMANCE DIAGNOSIS OF
DISTRIBUTED CLOUD APPLICATIONS

2.1 INTRODUCTION

Troubleshooting IT incidents, such as slow responsiveness of a service or loss of connectiv-
ity, is getting harder due to the large number of application and infrastructure components
and complexity of dependencies between them. Modern microservices-based architectures
contribute to this complexity as do the increasingly disaggregated, virtualized, and dis-
tributed deployments, even spanning multiple clouds. As a result, when incidents happen,
multiple teams, responsible for different infrastructure components, scramble to pinpoint the
source of the outage or performance degradation.

This paper focuses on an important step of resolving incidents — performance diagnosis.
Operators are commonly presented with an observed entity F, (say, a backend database
server) which has a problematic metric M, (e.g., high memory usage). The goal is to
find a “root cause” an entity F, and an associated metric or property M, which led
to the observed problem (or a short list of likely root causes). Unlike fault localization
works [24], 25 0, [13], 57, 47] that infer some hidden state of components like links silently
dropping packets, the challenge here is not necessarily to infer hidden metrics; indeed, per-
formance diagnosis systems typically leverage extensive telemetry so that relevant entities
(applications, containers, VMs, routers, data flows, etc.) and their associated metrics (API
latency, CPU utilization, flow throughput, etc.) may be well known. Instead, the core
challenge is to infer the causality relationship (E,, M,) ~ (E,, M,).

There has been an active push in industry and in academia towards performance diagnosis
— spanning from early work focused on enterprise networks [25, [63], to applications in data
centers [61], to recently-renewed interest in performance diagnosis for microservices [44].
We found to our surprise, however, that these designs are limited in either accuracy or
applicability of their model to our target environment. A key design choice is the kind of
input they utilize to model dependencies (i.e., potential functional influence) between entities

in the system, which we can classify into three types.

1. No dependency knowledge: Explainlt [61] requires no knowledge of the dependency struc-

ture, but we found this results in low accuracy.

2. Directed acyclic graph (DAG) of dependencies: Sage [44] requires a known dependency
DAG, specifically the microservice call graph. Unfortunately, real-world enterprise envi-

ronments contain many cyclic dependencies. Even in the restricted setting of microser-
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vices, cycles exist in practice among services within the execution of a single request [85].
Furthermore, independent requests affect each other indirectly due to resource utiliza-
tion, and infrastructure components like CPUs, NICs, virtual routers, etc. introduce
further bidirectional (and thus cyclic) influence. Furthermore, the specific direction of a

dependency between entities can sometimes be hard to determine.

3. Relationship graph: Another option is to model known potential dependencies, but such
that there may be cycles and the relationships themselves are loosely defined, in contrast
to causal dependencies. We refer to this as a relationship graph. NetMedic [63] takes
this approach, and is perhaps closest to meeting our needs, but we found it too resulted
in poor accuracy. This may be because its inference algorithm uses fixed heuristics (as
opposed to a learning-based approach) that are unable to capture complex and variable

patterns in our environments.

In this paper we seek to design a performance diagnosis scheme which (a) is applicable to
common enterprise environments, including cloud applications and enterprise infrastructure,
while (b) achieving high diagnosis accuracy. Intuitively, this involves a choice of input
information, and algorithms to effectively reason about that information.

First, Murphy is built to use telemetry from common enterprise monitoring software.
Monitoring platforms, including the one we will use to test Murphy, can see entities in
the system like VMs, containers, hosts, routers, TCP flows, etc., as well as relationships
between them — for example, VM v is located on host hs and it has a TCP connection to
vo. Such relationships imply a likely influence between entities, and we want to make use
of this commonly-available information to improve accuracy. But the directionality of that
influence might be either or both, in a way that might be dependent on the application,
API call, scenario, and moment in time, and it might even be a weak, non-consequential
influence. Therefore, Murphy models entity dependencies with a graphical model that can
accommodate cycles, including bidirectional edges that avoid assumptions on the specific
nature of the relationship between two entities; cycles thus may be the common case in the
input. This input is of type (3) (a relationship graph), not unlike NetMedic.

Second, to achieve high accuracy, we need a powerful reasoning algorithm to predict
causality in the relationship graph. We therefore design a new learning-based method:
Murphy uses a Markov random field (MRF) [68]F] a type of probabilistic graphical model
that can represent nodes that might simultaneously affect and be affected by their neighbors.

We found it was important to train the model on demand, and developed an adaptation of

2MRFs have been previously used for medical diagnosis [100], pattern recognition [27], image analysis [68]
among several other applications.
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Gibbs sampling for inference. Using this design, Murphy learns a joint distribution of all
entity metrics from historical values, which it uses to predict the impact of a potential
root cause. Finally, after generating the root causes, Murphy goes one step further and
generates simple human-interpretable explanations about the root causes using a threshold-
based labeling scheme.

In addition to the design of Murphy, this paper describes the following evaluation results:

e Metric prediction model selection: Accurately predicting the effect of changing a
metric is a key sub-component for performance diagnosis (and may also be of independent
use). Using telemetry data from a large enterprise with over 300 production applications
comprising ~ 17,000 entities, we evaluate four candidate designs for this sub-task and
further refine our scheme. We also show that a prediction technique which better captures
cyclic influence improves accuracy, suggesting that these complex interactions are indeed

present in deployed applications.

e Diagnosis accuracy: We evaluate Murphy and several recent schemes in two common
environments, which may include cyclic inputs. (a) In the DeathStarBench [45] microser-
vice benchmarking suite, we test an environment with a microservice application and its
associated infrastructure which may induce cyclic relationships. Murphy achieved 86%
accuracy in diagnosing injected faults, whereas NetMedic and ExplainlT achieved very
low accuracy (§ . When we ignore cycles so that it is possible to run Sage on the
input, it did not produce the root cause as it wasn’t captured by its modeling. (b) We use
an evaluation on real I'T incidents from a large enterprise. While the incident set is rela-
tively small, the result is promising: Murphy produces > 4.7x fewer false positives than
Explainlt and NetMedic, while producing a similar number of false negatives, when taking
the operators’ manual judgements as the ground truth. (Sage is not included because it

cannot model this environment.)

e Diagnosis accuracy in DAG environments: Although handling more general non-
DAG environments is our goal, Murphy should also perform well when a DAG is known
and is an appropriate model of the environment. We compared accuracy using the Death-
StarBench environments for which Sage was designed (§ . Here, Sage performs well,
averaging 77% accuracy, but Murphy performs even better with 83% accuracy, illustrating
the power of MRF-based reasoning. Both NetMedic and ExplainlT perform poorly in this

environment.

e Robustness: Although using dependency information from telemetry is useful, there is

a risk that the telemetry is incomplete or has errors, as is often the case with monitoring
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data from a large infrastructure. We evaluate robustness by introducing a series of types
of input data degradation. Overall, Murphy achieves 1.5x less diagnosis error than Sage,

while NetMedic and ExplainIT perform much worse.

Traces we generated from the DeathStarBench [45] benchmarking suite are available at [7].
Some of the ideas in this paper are being adopted in VMware Aria Operations for Net-
works [9], a commercial multi-cloud network observabilityﬂ platform, to provide insights
about infrastructure dependencies and problems. This work does not raise any ethical is-

sues.

2.2 BACKGROUND

2.2.1 Enterprise network monitoring

Our target domain is cloud infrastructure for medium to large enterprises. A typical
enterprise uses private clouds (i.e., on-premises data centers), as well as virtual infrastructure
in public clouds. Workloads include both monolithic and microservice-based applications, on
virtual machines (VMs) and containers. Environments continuously change as services and
infrastructure components are brought up, scaled up or down, moved, and decommissioned.
The scale of infrastructure varies, with hundreds up to several thousands of applications in
a very large enterprise.

Most enterprise I'T teams use multiple monitoring tools to gain visibility into the envi-
ronment, including hosts, applications, logs, and network infrastructure. Microservice-based
applications often utilize additional specialized monitoring with tracing tools like Jaeger [6]
and Zipkin [12] tracking application-level metrics such as RPC latency and errors.

We describe VMware Aria Operations for Networks [9], an application-aware multi-cloud
network observability platform, which is our source of experimental data in this paper and is
reasonably representative of common enterprise monitoring software. This platform obtains
passive telemetry from multiple data sources, including: VM management platforms and
SDDC controllers (which in turn monitor individual hosts and virtual networks), physical
network devices (routers, switches, firewalls, etc.), APIs from public cloud providers, and
Netflow /IPFIX sources for information about data flows. This telemetry includes metadata
about a variety of entity types, with generally multiple performance metrics for each entity.
Each metric is a time series, collected in intervals within minutes. Data older than a day is

aggregated for most metrics into longer time intervals, and is stored for a rolling summarized

3We use the terms observability and monitoring interchangeably.
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Entity type Example metrics
CPU utilization, memory utilization, network transmit rate, receive rate,
VM packet drops, disk read/write rate
Host Metrics similar to VM metrics
Container Metrics similar to VM metrics
Virtual NIC Transmit rate, receive rate, dropped packets
Physical NIC Transmit rate, receive rate, dropped packets, latency, interface peak
buffer utilization
Flow Session count, throughput, RTT, packet loss, retransmission ratio
Switch interface Network rate, dropped packets, latency, interface peak buffer utilization
Datastore Space utilization

Table 2.1: Entity types and associate metric values used in this paper.

window. Example entity types and associated metric values relevant to the present paper

are listed in Table 211

The monitoring platform also provides entity metadata, encoding entity associations. For
instance, a VM is related to its physical host, NIC, and flows that originate or terminate
at it. Flows identified by 4-tuple (source IP, destination IP, destination port, and protocol)
are related to their source and destination. Metadata can also encode application defini-
tions: Operators can tag or classify VMs comprising an application and also define “tiers”
within an application (e.g., web tier, database tier, etc.). Application definition can be man-
ual, or automatic based on tags, naming conventions, and analysis of flow communication
patterns [10]. The data set used in this paper has over 300 defined applications (§ .

Network monitoring platforms can have visibility into a single data center or an entire
enterprise (depending on deployment). As such, the scale can be largeﬁ

Enterprise operators use monitoring tools like the above to help gain visibility into the
state of the network and applications. Some platforms also detect anomalies. However,
automated diagnosis is still lacking and operators rely on manual intervention, trial and
error and domain knowledge of engineers across several teams to diagnose performance issues.
Often the root cause is unknown even after days of manual diagnosis and disappears after

operators restart some components in an attempt to remove the offending triggers.

4Large monitoring deployments can have hundreds of thousands of VMs monitored by a single instance
of an observability platform, and larger enterprises can deploy multiple instances with federation visibility.
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2.2.2  The need for handling cyclic dependencies

A key consequence of relying on commonly-available monitoring data in typical enterprise
environments is that we must work with highly complex, often cyclic, and often uncertain,
dependencies. In contrast, prior works [44) 25] expect, as input, clean causal dependencies
between entities, like dependencies of the form (A—>B), where A depends on B but not vice
versa. They also expect the totality of dependencies to form a causal directed acyclic graph
(DAG).

Cyclic dependencies, in a system representation, can arise in two ways. The first is actual
cyclic influences in the system. Even in the restricted setting of microservices, cycles exist
in practice among services within the execution of a single request [85]E] Different user-
facing services can also affect each other indirectly as they can share resources and common
downstream microservices. Even more cycles appear when we include infrastructure entities.
Consider an example: a VM vy resides on host h (a similar relation exists in the incident in
Figure . The CPU usage of v; influences the overall CPU usage of h, but because the
physical CPU is a shared limited resource, this will also influence the CPU usage of another
VM vy on h — and symmetrically, CPU usage of vy will affect h and v;’s CPU usage, thus
forming a cyclic influence. A similar effect would occur with Kubernetes pods in burstable
or best-effort mode on a shared node, as well as other shared resources like memory, disk,
NIC drop rates and throughput, and indirect influence through TCP flows. All of these
dependencies are present in our enterprise environment.

The second source of cyclic dependencies is when the direction or existence of dependency
between two entities is unclear, and thus the relationship graph over-approzimates the actual
influence. For example, suppose there is a TCP flow from a web front end VM v; to another
VM wv,. This flow will be visible in the monitoring system, but its exact nature is not. It
might be that the performance of the application at v; depends on the RTT or throughput
of the flow, which in turn might depend on CPU resources in a back-end database running at
V9, so that vy indirectly depends on vs. Resources at vy may also depend on vy, as handling
the requests in the flow involves added work. Both of these patterns exist in the incident
shown in Figure [2.1] But either of these possible influences might turn out to be negligible,
if, for instance, the flow was logging information in the background and not involved in
the web front end’s primary traffic. These and other possibilities cannot be discerned only
through metadata. Past works such as Orion [32] try to automatically infer the direction

of influence, but require fine grained (=~ 10 ms) timing information of every single request.

°In fact, [85] identified lack of cycles as an unrealistic aspect of current microservices testbeds.
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This is out of scope for our enterprise environmentﬂ Hence we add an association in both
directions as an over-approximation of actual influence, creating many additional cycles and
leaving it to the diagnosis algorithm to reason about actual influence in a particular incident.

The above effects combine so that cycles are the norm. Across our data set of 13 incidents
in our enterprise environment, on average, the relationship graph had over 2000 cycles of
length 2 and over 4000 cycles of length 3, and all VMs of affected applications in every

incident were involved in at least one cycle.

2.2.3 Related work

There is a broad set of work that attempts to automate various aspects of troubleshooting,
such as routing incoming tickets to the right team [46], orchestrating active probes to check
availability or latency [50], localizing faults [24], 25] 90} [13], 57, 47| like links silently dropping
packets and also performance diagnosis [63, [44] [6T]. Tt is helpful to understand work in two
main subareas.

Fault localization. A rich body of work [25, 97, [62], [74], 32 00, 24], [66] performs fault
localization, distinct from ours, in which components have well known quantifiable failure
signatures. For example, Sherlock [25] models entities as being in one of three states (up,
troubled, or down), and other works focus on even more specialized faults than Sherlock,
e.g., physical network packet drops or link loss or delay [97, 90, 24], 66]. In contrast, our
work is intended for performance diagnosis, where there is not a common definition of failure
signature and diagnosis seeks to answer richer metric-related questions of the form “which
component’s performance metrics influence the observation the most?”

We considered trying to repurpose the underlying models of the above work for our goals,
but their models do not meet the needs of our environment. [25] [32] rely on detailed models
of how an entity depends on another, obtained through fine-grained (e.g., 10 ms granularity)
packet timing which is not available in general enterprise environments. Also, as noted
in [63], Bayesian techniques |25, 97, 62} [74] can only model acyclic dependencies; the cyclic
case is fundamentally more challenging due to the resulting complex interactions among
entities. We have to work with entity topologies that contain many cycles, due to lack of
detailed dependency knowledge as well as true cyclic influence.

Performance diagnosis. Performance diagnosis tools solve a problem that is closest to
ours. We therefore discuss them in more detail.

Explainlt [61] performs pairwise correlations between metrics of the observed problem and

If more detailed, accurate telemetry were available — for example, via eBPF — Murphy could use it.
However, true cyclic dependencies will still be present.
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Figure 2.1: Production incident. Shown at the top is a physical topology associated with an
incident where a crawler VM was sending too many queries to the frontend at a high rate.
This resulted in the front-end initiating a large number of requests to the backend, causing
high CPU load and application unresponsiveness. The bottom figure shows the relationship
graph corresponding to the physical topology that Murphy built to analyze this incident.

Only a subset of the entities are shown but the top left table enumerates the total no. of

entities in our relationship graph. On analysis, Murphy correctly ascertained flow 1 as the
root cause for the high CPU load at the backend and flagged it for the operator to handle.
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of each candidate root Cause.lz] However, as we will show, simple metric correlation-based
analysis can yield inaccurate results as it does not take into account the topological structure
between entities.

NetMedic [63] uses a dependency graph to capture the known entity dependency structure.
It labels edges with weights based on pairwise correlation between neighbors using historical
metric values, augmented with heuristics to reduce weights when metric values are roughly
normal, and remove or coalesce redundant or aggregate metrics. Finally, it ranks root causes
based on a geometric-mean of path weights, and a score of the global downstream impact of
the candidate root cause. This approach can have a similar limitation as Explainlt due to
use of pairwise correlations. In general, NetMedic’s inference is based on fixed heuristic rules
(ignoring “normal” influence, geometric-mean weighting, etc.) which can be brittle in real
environments. In our tests, NetMedic’s accuracy was low, except with lenient definitions of
the root cause (§ . This suggests to us that more powerful and flexible learning-based
approaches are needed.

Sage [44] uses a probabilistic distribution over metrics to identify the resources in a mi-
croservice that cause QoS violations. While its model can do the sort of flexible reasoning
we target, it employs a large neural network superimposed on a directed acyclic graph repre-
senting causal dependencies between microservices. It is unclear how to adapt this model to
handle cycles. Cycles are the common case in our target environments, even microservice-
based environments (§ [2.2.2). Using data like the enterprise monitoring telemetry we work
with — where there are numerous cycles amid hundreds of applications of essentially arbi-
trary functionality — there is no clear way to produce an acylic graph. As we show later, not
handling cycles results in not being able to model all relationships which ultimately makes
Sage incapable of producing the right root cause (§ , so it is effectively inapplicable in
such environments.

Provenance-based troubleshooting systems [31, 95 b3, 04] 86] track all events and the
causality between them to find the root cause of a performance error using the event DAG.
However, obtaining such detailed monitoring data requires request- or packet-level tracing

which is not feasible in most enterprise networks.

2.2.4 Summary of goals and existing methods

In order to meet our goal of performance diagnosis for common enterprise cloud environ-

ments, we need a scheme that (1) utilizes common monitoring information, which implies

"Explainlt also was designed to answer multi-node conditional correlation queries interactively posed by
the user, which is an assisted rather than fully-automated diagnosis that falls outside our use case.
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handling complex dependency topologies that lack detailed dependencies and contain many
cyclic relationships; and (2) achieves high accuracy. To the best of our knowledge, past
approaches do not achieve these goals. Yet we can draw two important ideas from past
work. First, NetMedic’s idea of using an arbitrary directed graph to model dependencies
makes no assumptions about cycles, allowing us to model directed dependencies where we
have them, and use bidirectional dependencies otherwise. Second, Sage’s approach involves
an idea of using counterfactual reasoning that offers a more principled way to avoid the
assumptions of heuristic-based approaches, by phrasing diagnosis as a what-if question: If I
changed metric M, to a certain value, what effect would that have on the problematic metric
M,? However, for the reasons noted above, we will need entirely new algorithms to make

use of these high-level ideas in our environment.

2.3 USING MURPHY FOR PERFORMANCE DIAGNOSIS

We describe a typical troubleshooting experience with Murphy (see Figure for example
inputs/outputs of the tool).

Let’s suppose an incident is reported in the IT infrastructure about a client facing service
foo experiencing performance degradation. I'T admins can run Murphy providing, as input,
a problematic symptom — a problematic metric M, of an entity E, they want to know the
reason for. This could be, for example, high memory usage of a SQL server used by foo. The
problematic symptoms can also be obtiained via other methods such as by finding all entity
metrics related to an affected application that are above thresholds preset by operators or
via automated tools such as [41]. As the identification of problematic symptoms is not
central to our design, we refer to § for a more detailed discussion.

For each problematic symptom (M,, E,), Murphy outputs a ranked list of root cause
entities for that symptom. Additionally, for each root cause entity, Murphy produces a

causal explanation chain tying it back to the symptom.

2.4 DESIGN

There are three parts to the Murphy system (Figure :

1. The first part constructs the relationship graph using data obtained from the monitoring
system (§[2.4.1)).

2. For each problematic symptom in the input, Murphy’s inference algorithm generates
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e.g., Root cause: Crawler machine
Entity A (Crawler machine) sent high requests to Entity B (front-end).
Entity B (front-end) sent high requests to Entity C (back-end).
Entity C (back-end) faced high load and CPU usage.

Figure 2.2: Murphy workflow

candidate root causes (§[2.4.2) using a Markov random field (MRF). The MRF models a

joint probability distribution of all entity metrics and is learned via historical values.

3. Murphy generates explanations for the root causes tying them back to the problematic

symptoms (§ [2.4.3)).

Our core contribution is in the design of the MRF framework which lets us utilize com-

monly available telemetry while producing accurate results. We describe each part next.

2.4.1 Constructing the relationship graph

Murphy employs a relationship graph, where the edges between entities are based on simple
“neighborhood” relationships that are pre-defined by the monitoring software and can be
easily extracted from the input. For example, a flow has edges to its source/destination VM,
a VM has edges to its host and NIC, a microservice has edges to the container it resides on,
and so on. This neighborhood definition is deliberately loose in order to work with common
monitoring telemetry that doesn’t have information about causal DAGs. Note this means
that the relationship graph may have cycles.

To construct the relationship graph, Murphy makes an initial query to the monitoring
database to obtain descriptions of a set of entities S relevant to the problem. If the input to

Murphy is an affected application A, then S is the set of all entities that the system considers
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to be members of A. If the input specifies a problematic entity e, then S is the singleton set:
{e}. Starting from S, Murphy constructs the relationship graph recursively by exploring the
neighborhood of S and updating S as S = neighbors(.S). If the relationship graph becomes
intractably large, then optionally this exploration is stopped after a few iterations. Figure
shows the relationship graph for a real incident. For each entity in the relationship graph,
we also have timeseries data for various metrics (e.g. CPU/memory/network usage for a
VM, session count and bytes sent/received for a flow, etc.).

By default, to be conservative, we add directed edges in both directions between two
neighbor entities A and B in the relationship graph. The directed edges represent potential
dependencies in both directions A—B and B—A. If a directional dependency is known
between two entities, such as in the case of caller and callee microservices [44], then Murphy
can incorporate that via a single directed edge. This design ensures that entity dependencies
can be captured in the most general way and allows Murphy to work with commonly available

telemetry information that may not include information about causal dependencies.

2.4.2 Performance diagnosis

For each problematic symptom (M,, E,) provided as an input (§ 2.3)), Murphy separately
runs the performance diagnosis algorithm.

The relationship graph lends itself naturally for performance diagnosis via an appropriately
designed graphical model. Markov random fields (MRFs) are one such family of probabilistic
models. A MRF is a probability model superimposed on a graph that may have cycles,
making it suitable to reason about entities in a relationship graph (§ . While acyclic
causal edges make Bayesian networks easy to understand, a MRF is harder to interpret
making it more challenging to apply. For the same reason, inference algorithms for Bayesian
networks [25] don’t apply to MRFs.

We've designed a MRF framework, according to the needs of our environment (§ ,
with available telemetry and its scale as the focus. We describe the MRF framework in two
sub-parts: (a) model and (b) inference algorithm.

Model: To reason about a problematic (entity, metric) symptom, provided as input (§ [2.3)),
Murphy models the distribution of metrics for all entities as a MRF; call this distribution Pg.
Pg denotes the joint probability of all entity metrics taking certain values and is calculated

using a general directed relationship graph, that can potentially have directed cycles. Pg is
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(c) Step 3 (d) Step 4

Figure 2.3: Inference algorithm- evaluating whether A is the root cause for D’s high metric
value for a toy relationship graph with only one metric per entity. For clarity, we draw an
undirected edge to represent a directed edge in both directions. We (a) change A to a
counter-factual value A*, (b) resample B assuming the new value A*, (c¢) resample C, D
and F in a similar way, and (d) resample C, D and F, again g times for Gibbs sampling.
We run the same resampling algorithm, this time starting with the current true value of A,
instead of a counterfactual, and obtained the resampled value D”. After this sampling
process, if D' < D", then we classify A as a root cause for the high value of D.
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defined as a product of individual entity factors P, for every entity v:

1 .
Ps = 7 H P,(v|in_nbrs(v)) (2.1)
v:V(G)

In the above,

e V(G) denotes the entities in the relationship graph G.

e in nbrs(v) denotes the set of neighbor entities w such that there is an edge from w to v

in the relationship graph.

e P, is a function that takes as input, the values of metrics of v and v’s incoming neighbors

(in_nbrs(v)), and outputs a probability score between 0 and 1.

e 7 is a (unknown) normalizing constant that ensures the probabilities add up to 1. The

inference algorithm does not require the value of Z.

The relationship between an entity’s metrics and its neighboring entities can be complex
and variable across entities. Hence, the function P, is determined by relating metrics of entity
v in a time slice to the metrics of the neighbors of v in the same time slice. Specifically,
Murphy learns a multivariate distribution for P,, for all v, using a standard model such
as linear regression with normal error, Gaussian mixture model (GMM), neural networks
or SVMs using historical metric values. Different models could be suitable in different
environments. The right choice of model can be determined by analyzing training errors
in learning P, across several entities v. In our production environment, we found ridge
regression (a form of robust linear regression) to work best, evaluated using a large real world
dataset (§[2.6.6.1). Hence, we employ Ridge regression in Murphy for all our experiments.
Model training: Murphy doesn’t keep any pre-trained models; every time Murphy is called,
online training is triggered. Training online on fresh data has three advantages over training
offline: (a) Applications get updated frequently, e.g. the application topology or software
version might change from time to time. Using a model trained on outdated application
topology or outdated software may not be ideal for diagnosis. (b) Online training eliminates
the inconvenience of storing and maintaining a large number of entity models P,. (c¢) Most
importantly, an operator will run Murphy in the middle of an incident, so, with online
training, the last few data points in the training data are from during the time of the
incident. This turns out to be crucial (§ as often an incident involves a pattern of
metrics which hasn’t occurred in the past (§[2.6.2)).

Every time Murphy is called, we train the linear regression model for each P, using data

from one week prior to the incident, which in our environment constitutes of a few hundreds
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time points for training. We didn’t exhaustively explore all possibilities for the training
period length, but found one week to be reasonable given using older data for training might
include stale patterns from older app deployments as apps constantly get updated (also see
8 . A valuable area of future work would to be fully explore the tradeoff between
using more data vs. fresher data, which could even depend on the specific incident.

Using a large number of features may cause overfitting when the training data is small.

Hence, guided by the “one in ten” thumb rule [§] for regression problems (use at least 10
observations/parameter), we pick the top B = 10 neighbor metrics, based on their correlation
with v’s metrics (number of parameters is also B in a linear regression model). We also tried
B =5 and B = 20 and found training error to be within 3% of B = 10.
Inference algorithm: The distribution P provides a powerful way to reason about entities
and their states. We describe the algorithm using a toy example, shown in Figure [2.3] Let’s
say we want to determine what caused a high CPU utilization at server D. To evaluate if
another entity A in the relationship graph (not necessarily D’s neighbor) might be responsi-
ble, we change the value of A’s metric to a “counterfactual” value A’, keeping the value of all
other entities unchanged. Using a Gibbs-sampling like algorithm, we then resample D via
the MRF to get a new value D', starting from the “counterfactual” value A" and &, where
& represents the original value of all entities besides A and D. We note that for resampling
D, the sampling algorithm will have to first resample other entities via which A would af-
fect D. We refer to this sampling algorithm as Pg(D|A’, ) which is described in the next
paragraph. Intuitively, if this new CPU utilization D’ is less than D, we can conclude that
A is a contributor to the high CPU utilization at D. This probabilistic “what-if” analysis is
referred to as the counterfactuals [49] technique. We use this idea to find out which entities
can alleviate a problematic symptom (a problematic metric of an entity). Note that Murphy
runs this inference algorithm on the current metric values whereas the training happens on
the prior one week’s metrics.

The last piece in the algorithm is the sampling method to sample D from Pg(D|A, ) for
entities A and D, which are not necessarily neighbors. Gibbs sampling is commonly used to
sample from a MRF [68], but it entails executing several iterations of “pick a random entity
and resample it given its neighbor entities”. There are two problems with running exact
Gibbs sampling. (a) It would be computationally too expensive in our environment since
the relationship graph could have several thousands of entities. (b) We want to preserve the
values of entities that are likely unrelated to A but might affect D. Running the sampling
algorithm on those entities might destroy their values. Instead, we resample only a subset

of entities that are on paths from A to D. We thus use a variant of the Gibbs sampling
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algorithm (illustrated in Figure and detailed below).
Putting all the pieces together, the algorithm is as follows:

1. We set the value of A’s metric to a lower/higher counterfactual value: A’, that is 2

standard deviations away from its current value.

2. We consider the entities in the shortest path subgraph from A to D, defined as 7. For
each entity v in 7, ordered in increasing distance from A, we resample the metrics of v
from P,(v|in_nbrs(v)). The last step of this process, therefore, gives us a new sample

value for D.

3. We repeat step (2) for W = 4 iterations (see §2.6.6.2| on how we picked W). Sampling

nodes more than once, as in Gibbs sampling, helps to propagate effects across cycles in

the graph (§/2.6.6.2)).

4. Let dy be the sampled value for D thus obtained after step (3), having started with the
counterfactual value A’ in step (1). We also run the procedure (2)-(3), but this time start
with the current true value of A, instead of the counterfactual value A’, obtaining sampled
value dy. Then, we generate many such samples (5,000 in our implementation) for each
of d; and dy via steps (1)-(3). If the d;’s are significantly less than dy’s (decided via a
T-test), we conclude that A is a root cause for D. In our implementation, we generate
5000 samples for d; and dy each for the T-test.

We note that Gibbs sampling helps in propagating newer values across cyclic dependencies
in the model. Let’s say we need to resample a set of entities 7. Consider a cyclic dependency
A — B — A where A, B are entities in the set 7. If we only resample entities in .S once and
say we sample A before B, the newer value of B does not propagate across the dependency
from B to A. Resampling A and B multiple times, as done in Gibbs sampling, solves this
problem partially and improves accuracy (§ .

For each entity in the relationship graph, Murphy evaluates if its a potential root cause
using the above algorithm. Murphy limits this search space of potential root cause entities
via the following method: it runs a breadth first search starting from the problematic entity,
exploring neighboring entities that have metrics above very conservative thresholds, while
pruning out the rest. This reduces running time and improves precision. For fairness,
we provide this pruned search space to all reference schemes that we compare with in our
evaluation (this improved their accuracy).

Ranking the root causes: Once Murphy’s inference algorithm produces the root cause

entities, we rank them based on how anomalous their current metrics are. To do so, we
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Figure 2.4: State machine encoding causal rules between entities’ states for generating
labeled explanation chains

consider how many standard deviations away a metric is from its historical mean value,
which translates to a score for a single metric of an entity. We set the entity’s score to
be the score of its most anomalous metric. The ranking between the root cause entities is
inversely proportional to this score.

Correlation vs causation: Note that as in [61],63], the resulting candidate root causes have
been determined to be correlated with the problem, but causality has not been determined.
In the absence of precise information about causal dependencies between entities, Murphy
does not guarantee causality between the root cause and the observed problems, but the
candidate “shortlist” of potential root causes it outputs is still useful (as we will show later
via experiments), since correlation is a necessary condition for the failure types within scope
of Murphy.

Edge cases: Historical metric values may be missing for a newly introduced entity. To
construct the training set for our algorithm in such a case, we use a default metric value
(such as 0% for CPU usage) as a placeholder for missing values. Murphy also presents all
recent configuration changes to the operator to catch problems caused by recently spawned
VMs. Although the MRF framework captures a wide range of practical cases such as high
CPU usage of a VM, high drop rate of a NIC, high latency of a service etc., other failure
types are outside Murphy’s scope (see §.

2.4.3 Explaining the diagnosis

Once Murphy finishes diagnosis and the candidate root causes have been found, we also
generate human-readable explanations for them. We first assign one of the following labels

to each entity based on their current metrics and conservative thresholdsﬂ Faulty /Non-

825% CPU /memory/disk/port utilization, 0.1% drop rate, 50 TCP sessions or 1GB byte count for a flow
in a single time interval.
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functional; Degraded performance; High drop rate; Heavy hitter; Okay.

We encode prior domain knowledge about causal truths using a state machine (Figure.
Each node is a possible label state and the arrows indicate causal truths e.g. “Heavy hit-
ter flow can cause high drop rate on a virtual NIC” or “Heavy hitter flow can cause high
load on a VM”. Although simple, such a labeling scheme produces semantically meaningful
explanations for each root cause. Once we’ve decided the entity labels for every entity, we
trace paths from root cause to affected application entities in such a way that each edge in
the traced path respects the label causality rules described above. Note that this step does
not affect the selection of root causes, and hence does not affect accuracy. We found it was

convenient to provide plausible intuition for those root causes.

2.5 IMPLEMENTATION AND SETUP

We implemented Murphy in Python with ~7K LOC. For reference schemes, we used the
author-provided implementation for Sage and our own implementation of NetMedic and
ExplainIT as their code wasn’t available publicly. We test the schemes in two environments:
(a) a cloud environment of a large enterprise running many production applications and (b)
microservice-based applications (from the DeathStarBench suite [45]) running on private

servers and a public cloud environment (AWS).

2.5.1 Setup and datasets

For our evaluation, we utilize datasets from two environments.

2.5.1.1 Datasets from apps in production environment:

We utilize two real world datasets that we collected from a commercial network observ-

ability platform (§ [2.2.1)) monitoring the production infrastructure of a large enterprise.

2.5.2  Identifying problematic symptoms

A trouble ticket may not directly specify a problematic symptom in the form of an entity
metric pair (M,, E,). How do we get from a ticket to a problematic symptom? In many
cases, operators are able to identify troublesome symptoms in an application e.g. high

user response times for a client-facing microservice, high resource utilization of a backend
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machine, high drop rate at a VM etc.. Operators can then specify problematic (entity,
metric) symptoms to Murphy that they want to find reasons for.

Optionally, this step can be skipped and Murphy will find problematic symptoms on
its own by scanning the affected application’s entities, looking for anomalous metrics in
the current time slice using preset thresholds [} Alternatively, one could also use other
automated tools such as Revelio [4I] to identify problematic symptoms that Murphy can
diagnose, we leave this for future work.

For each problematic symptom, Murphy separately runs the inference algorithm for per-
formance diagnosis.

Incident dataset: We describe our experience with a dataset of 13 real incidents (Table[2.2)),
with varying complexity and resolution times ranging from a few minutes to a few hours.

For each incident, we collected data for entities up to four hops away in the relationship
graph from the affected entities (e.g. “all VMs of application foo”)F_U] We extracted the
entities involved in the resolution from the trouble ticket, and treat that as the ground
truth. We note however that this human-operator-decided ground truth may not always
be the true root cause (e.g. the root cause was heavy load caused by a flow session that
originated elsewhere but went away after rebooting all application VMs, and the reboots
were stated as the resolution).

Metrics dataset: We collected metrics of ~17K entities associated with over 300 production
applications, for a period of a week. This data on its own is not sufficient to evaluate
diagnosis accuracy as it does not come with information about failures. But, we can use it
to run micro-benchmarks to evaluate model training accuracy, test various subroutines of

the algorithm and fine-tune Murphy’s algorithms on large scale production data.

2.5.2.1 Datasets from microservices in public clouds:

We ran two microservice apps from DeathStarBench [45]:

e Hotel-reservation on a dedicated 7-node Kubernetes cluster hosted on AWS (across mul-
tiple availability zones in us-east-2) with each node provisioned with 4-core Intel(R)
Xeon(R) series CPU, 16 GB of RAM, 32 GB of SSD, and up to 5 Gbps bandwidth

capacity.

9conservative thresholds: 25% CPU/memory/disk/port utilization, 0.1% drop rate, 50 TCP sessions or
1GB byte count for a flow in a single time interval. In enterprise environments, operators often configure
such thresholds to receive alerts. Those thresholds could be used too.

10 A5 this environment is a private cloud, both virtual and physical entities are visible to the enterprise’s
monitoring platform and are included in the relationship graph in this data set.
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Figure 2.5: Performance interference experiment in DeathStarBench (§[2.6.1]). (a) Fault
scenario: client A sends a lot of requests to service 1 which overwhelms the downstream
common services shared between service 1 and 2, causing high latency for service 2 for
Client B. “Common containers” are containers that “common services” reside on. (b) The
fault gets injected just after 3000 seconds when Client A begins to send a lot of requests.
(¢) Accuracy (recall) in top-K. (d) Precision and recall (see §[2.6.1] for definition) of various
schemes in producing the true root cause. Also shown is a relaxed notion of accuracy
which measures how often a scheme gets at least one entity in top 5 that’s either the true
root cause or a common container or a common service.
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e Social-network hosted on a single-node environment on a private cloud. The node was
provisioned with 8 Intel(R) Xeon(R) series CPUs and 32 GB of RAM. The microser-
vice applications are orchestrated using Docker with all inter-container traffic traversing
through localhost.

The hotel-reservation app comprises 8 services and 16 total relationship graph entities in-
cluding containers and services. The social-network app comprises 24 services and 57 total
entities. We obtain metrics of the application entities from two sources, viz., (1) container
metrics like average CPU/memory/disk/network usage from Cadvisor [I], aggregated over
10 second intervals and (2) microservice service latencies by aggregating the individual re-
sponse latencies, also over 10 second intervals. We use wrk2 [I1], an open-loop workload
generator to send requests to the application. We get the request traces via Jaeger [6].

We create multiple types of failure scenarios in these microservice environments:

e Performance interference: We set up two clients, A and B, who send requests to two
different API endpoints, service 1 and 2 respectively. The API call trees of service 1 and
2 share some common backend services as shown in Figure Client A generates a
high request load, overwhelming a subset of these shared downstream microservices. As
a result, response latency of service 2 increases (see Figure impacting the latency
observed by client B. The problematic symptom that we provide to the tool to diagnose
is client B’s observed latency and the true root cause is high RPS load of client A. We
generate 32 variants of such scenarios by changing the RPS load sent to the services. This
failure scenario was motivated by the production incident mentioned in § (Figure .

e Resource contention: using stress-ng, we inject CPU, memory and disk faults to
randomly chosen application containers, as in [44]. We generate more than 200 such fault
scenarios across both the setups, varying intensity, duration (5-10 mins) and location of

the faults while client workload (30-90 minutes long) is in progress.

2.6 EVALUATION

Evaluation goals: The goal of our evaluation is to investigate Murphy’s diagnosis accuracy
compared to reference schemes Sage, NetMedic, and ExplainlT. We feed the same input
relationship graph to all schemes when possible (i.e., if the algorithm can take it as input).
We first evaluate scenarios in our enterprise environment and an emulated microservices
environment which commonly have cyclic dependencies. Second, to enable comparison with

Sage, we also consider a restricted set of scenarios where there are no cyclic dependencies
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Incident (observed problems) Murphy NetMedic ExplainTT

FPs FPs FPs
Two apps nodes crashed due to a plugin 6 69 93
App returning a 502 error 0 1 0
App unavailable 4 40 60
App slow, experiencing timeouts 10

App unavailable

App redirecting to a maintenance page

1

4

Heap memory issue with a node 1
App performance degradation 6 67 189

1

2

6

e B R Bl Kool Il ol B

. App failing with 503 error 1 1
10. Health check failing on 2 nodes 23
11. App redirecting to a maintenance page 10 22
12. Slowness in loading data 20 101 21
13. Performance alert about a node

exceeding thresholds
Average false positives 4.9 23.2 32.3

0 0 0

Table 2.2: Number of false positives (FP) produced by each scheme for each incident,
according to operator decided resolution (see §[2.6.2), for incidents in the dataset. Only
FPs are shown, rather than false negatives, because the schemes were calibrated to have

similar false negatives (§[2.6.2)).

between entities as done in [44]. We evaluate how robust each scheme is in handling degraded
data with omissions/errors, which can be present in common telemetry. We then show several
microbenchmarks to quantify the effect of the design choices and algorithmic subroutines of
Murphy. Finally, we discuss the runtime performance and the sensitivity analysis.
Measuring accuracy: We measure Top-K accuracy, equivalently called recall, defined as
the fraction of times the true root cause entity is among the first k entities in the ordered
list of candidate root causes generated by the scheme. We use K=5 unless stated otherwise.
We also show precision, defined as either 1/r if the scheme outputs the true root cause
as the rth candidate, or 0 if the output does not include the true root cause at all. The
intuition for this is the operator will start at the top of the list and will have to check r
suggestions before finding the right answer, and any false positives ranked beyond r won’t

martter.
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Figure 2.6: Resource contention experiment on DeathStarBench applications: (a) service
latency in a sample trace across time. The training period contains 4 prior incidents while
the main incident is triggered at t = 1800s. (b), (¢) Top-K Accuracy (Acc) for varying K.
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Figure 2.7: Various microbenchmarks with Murphy. Fresh data implies that Murphy was
trained with data that included several minutes during which the incident was in progress.
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2.6.1 Performance interference in microservices

We consider the performance interference failure scenarios described in § 2.5.2.1] where
high load at service 1 overwhelms the common downstream microservices it shares with
service 2, causing high latency for service 2. To model the effect of the two services on each
other, the relationship graph should have a path from service 1 to service 2 and vice-versa.
This however induces a cycle in the relationship graph. Sage’s model can’t handle such
cycles, and hence only models a single user-facing service and its downstream services. As a
result, the true root cause (service 1) falls outside its model, preventing Sage from catching
it.

Figure [2.5¢| shows Top-K accuracy for varying K and Figure shows the precision and
recall for K=5. Murphy produced the true root cause in the top-5 86% of the times, while
Sage, on account of the true root cause being outside its model, did not produce the true
root cause (service 1 in our example) in any case (i.e. 0 recall). Other schemes also did not
produce the true root cause most of the times (accuracy < 15%).

Can Sage get close to the root cause, while working within the scope of its model? Specifi-
cally, identifying the common containers that are overwhelmed may be a helpful step towards
the true root cause. To test this, Figure also shows a very relaxed notion of recall: a
scheme achieves 100% recall if its top-5 contains at least one entity that is either the true
root cause, a common container or a common service. Relaxed precision is defined simi-
larly: it is inversely proportional to the number of false positives seen by the operator before
one of the “relaxed”root causes is produced by a scheme. Murphy achieves perfect relaxed-
recall while NetMedic also has good relaxed-recall of 0.81. Murphy has significantly better

relaxed-precision and relaxed-recall than Sage, NetMedic and ExplainIT.

2.6.2 Incidents in production environment

Table 2.2| shows the number of false positives (FPs) produced by NetMedic, ExplainIT and
Murphy for each of the 13 incidents in the incident dataset (§[2.5.1.1)) from the production
environment. The table shows only FPs, because the schemes were calibrated to have similar

false negatives.E Sage is incapable of working in this environment as it requires a causal

1We calibrated each scheme’s parameters to minimize false positives under the constraint that they
produce recall = 1 (equivalently, zero false negatives) on a certain set of “calibration incidents”. On the full
set of 13 incidents, recall was not quite identical across all schemes, but was very close— all schemes had a
recall in the range [0.53, 0.56].

The calibration incidents were the 2 incidents for which we had full certainty in the ground truth via
discussions with operators. Recall that in general, we took ground truth to be the entities involved in the
operator’s resolution of the incident, which in some cases may not be the true root cause.
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DAG of dependencies which we don’t have. This major limitation prevents us from using
Sage in our production environment.

As can be seen from Table [2.2] Murphy overall produced 4.7x fewer false positives than
NetMedic and 6.6x fewer than ExplainlT. We observed that for some incidents, both
NetMedic and ExplainlT produced many false positive root cause entities that were highly
correlated with the problem while Murphy was able to prune them out (incidents 1, 3, 8 and
12).

We remark on some incidents below, including discussions with network operators about

the utility of Murphy’s analysis:

e For incident 2 in Table (illustrated in Figure , Murphy correctly identified the root
cause entity. We validated both the root cause and the explanation produced by Murphy
by talking to network operators. The top explanation chain produced by Murphy for this

incident was:

— Heavy-hitter flow from crawler VM (true root cause)
— Front-end VM
— Heavy hitter flow
— High CPU on backend VM

e In one incident, 2 nodes failed health checks. Murphy flagged flows that were sending high
traffic to the nodes. However, the operators rebooted the nodes to resolve the incident, so

the operator-decided ground truth did not include the flows.

e In another incident, operators were unable to pinpoint the root cause of an incident that
lasted only for six minutes. Interestingly, a similar incident occurred after a few weeks.

Murphy flagged two flows, which were likely due to network upgrades, as culprits.

2.6.3 Resource contention in microservices

We consider the resource contention failure scenarios (§ which don’t have any
cycles. Sage was designed for such scenarios [44]. Figure shows the response latency in
a sample scenario. For realism, as in [44], we induce up to 14 “prior incidents” where short-
lived faults are injected on randomly chosen containers before the actual incident. Refer to
§ for accuracy when there are no prior incidents.

Figures [2.6D], show the accuracy in producing the right root cause in the top K for
varying K on the x-axis. Murphy produced the true root cause with high accuracy (overall,

77% as the top candidate and 83% of the times in top-5) and had a somewhat higher accuracy
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than Sage (69% in top-1 and 77% in top-5). ExplainIT looks at the entity whose metrics
are most correlated with the high latency of the client and ends up producing entities that
are closest (in the microservice communication graph) to the problematic entity such as the
front-end container. NetMedic did not perform adequately, likely because of assumptions in
its ranking heuristics: we found that its geometric mean based path weights can produce

entirely unrelated subtrees of entities in the microservice graph.

2.6.4 Accuracy with incomplete data

Table shows accuracy when the data is “corrupted” with some omissions or errors. Such
errors can exist in the monitoring data for large infrastructure and hence a diagnosis scheme
should be robust to them. To ensure a comparison with Sage, we use the same setup as §[2.6.3]
with no cycles. We evaluate four such cases where we introduce errors in the monitoring
data:

e Missing edge: we remove the association between a randomly chosen RPC and its parent

(caller) RPC

e Missing entity: we remove a randomly chosen entity, including all its metrics and associ-

ations
e Missing metric: we remove a single metric (e.g. memory usage) for the root cause entity

e Missing values: for randomly selected 25% of the entities, we remove their historical values

(except for the values during the incident itself, which is still present)

Such errors could arise from bugs in the tracing framework (missing edge), or missing
coverage in monitoring (missing entity /metric) or a newly spawned entity (missing values).
As can be seen from Table 2.3 both Murphy and Sage are fairly robust, incurring 6%

and 10% loss respectively. Missing values have a minimal effect on Murphy since the most

recent data related to the incident is still present (see §[2.6.5.3|and §[2.6.5.1)); it affects Sage

significantly likely because its neural networks require more data points to learn the right

pattern.

2.6.5 Microbenchmark experiments

We describe “microbenchmark” experiments where we evaluate various aspects of Murphy’s

design.

35



Missing | Missing | Missing | Missing | Aggregate | Unchanged

Scheme values | edge | entity | metric |(avg(1-4))| input
Murphy | 0.84 0.75 0.78 0.81 0.80 0.86
Sage 0.64 0.67 0.66 0.82 0.70 0.80
NetMedic| 0.16 0.20 0.16 0.22 0.18 0.22
ExplainIT| 0.05 0 0 0 0.01 0

Table 2.3: Robustness: Accuracy with degraded/incomplete data. Numbers show recall in
top-5. ExplainlT was designed for a different use case — as an interactive tool for queries
posed by the user, hence its accuracy was low for automated diagnosis. Both Sage and
Murphy were fairly robust.

2.6.5.1 Online vs offline training:

Murphy learns the distribution online from past metrics of one week so that the training
data includes some recent data points when the incident has happened. Another alternative
could be to train the system offline, so that training time is not a concern and potentially
more training data can be used (as in [44]). However, as the bar labelled trained offline in
Figure shows, not including the incident data points results in a drastic drop in accuracy
from 90% to 15% on the resource contention scenarios (§ [2.5.2.1)). To aid offline training,
we used scenarios with maximum prior incidents (=14). This poor accuracy on debugging
incidents not seen before drives our design choice to train Murphy online, every time it’s
called, on the latest data. Although Sage originally was designed to be trained offline, for

fairness, we also train Sage online which yielded higher accuracy for Sage.

2.6.5.2 Effect of length of training data:

The last 3 bars of Figure show Murphy’s accuracy with 3 different lengths of training
durations on the setup in § 2.6.3] Murphy’s accuracy improves significantly from 87% with
128 points to 95% with 4x more training data. There’s a tradeoff between using longer
training data and the running time since the training happens online in Murphy, when the
tool is run by an operator. We found using the prior one week of historical data to be a good
tradeoff point in our production environment (§[2.6.2). The application characteristics like
topology, configs, application version, workload, etc., also change from time to time, which

is another reason to train only on recent metrics.
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Figure 2.8: (a) Errors in predicting the metrics of an entity, given the metrics of all its
neighbors across 17K entities spanning 300 production apps. (b) Gibbs sampling improved
accuracy of prediction across multiple hops, consistent with the existence of cyclic effects in
the production environment.

2.6.5.3 Accuracy with no prior incidents:

Often, the root cause for a problematic symptom involves a pattern of metrics that hasn’t
been seen before. Being able to reason about such scenarios is crucial for Murphy’s usability.
To test such cases, we generated 64 traces using a similar setup as § [2.6.3] each with no
prior injected incidents. Since Murphy learns the distribution online, the training data still
includes data from the current incident which needs to be diagnosed (see §. Figure ,
in the bar labelled no prior incidents, shows that Murphy correctly produces the true root

cause 78% of the times in the top-5 and 62% of the times as the top root cause candidate.

2.6.6 Testing Murphy’s internal components

2.6.6.1 Comparing metric prediction models:

Recall that Murphy internally reasons about root causes using a metric prediction model,
that predicts how a change in one metric will affect others in the relationship graph. Here we
test accuracy of the prediction model, using various methods of learning the model. Testing
just this model doesn’t require incidents, so we can leverage our much larger metrics dataset
($E5LI).

Figure [2.8a] shows the CDF of absolute error in predicted values across 17K entities from
the metrics dataset, when using Ridge, Gaussian Mixture Model (GMM), SVM, and neural
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networkﬂ as the metric prediction model. We found that Ridge linear regression, a variant
of robust linear regression, works the best in our production environment. We believe neural

networks pose a challenge because the number of available training data points is small (a
few hundred).

2.6.6.2 Verifying existence of cyclic effects:

We wanted to evaluate if accounting for cyclic effects in the model improves the training
accuracy in our production environment. Extensive testing in the real world is hard in the
absence of the ability to run controlled experiments.

To do so, we design an experiment to measure the effect of flow entities on an entity that’s
multiple hops away from the flows- a backend SQL server. We picked from the metrics
dataset of production apps(§ — 24 applications that had at least one SQL server. For
each application, we chose a randomly chosen backend SQL server QQ, and use correlation
scores with @) to pick top 5 flows, say flows’ F, that sent requests to the front-end of the
application. We then test if Murphy can predict the effect of changing metrics of flows
in F, on the SQL server () which is multiple hops away in the relationship graph (see
figure . More precisely, we take two points in time t; and t; when () had significantly
different metrics. Keeping the metrics value of all entities other than F' to be same as
t1, we update the metrics of the flows F' to their values from ¢;. We then run Murphy’s
resampling algorithm (§ to obtain predicted metric values of the backend-SQL server-
MY

ored- WWe measure if the predicted metrics Mged is “close’l’3| to the real value M@ at t,.

Figure [2.8b| shows that running more than one round of Gibbs sampling in the resampling
algorithm (§ increases the number of scenarios correctly predicted by 5-10%. Since
running more round of Gibbs sampling propagates cyclic effects in the relationship graph,
this demonstrates that handling cycles correctly boosts the metric prediction accuracy and

also confirms the existence of cyclic effects in our production environment.

2.6.7 Performance and handling scale

Murphy’s inference algorithm has a runtime complexity of O((N + M)T + (N + M)W)

where N, M are the number of entities and edges respectively in the relationship graph, T’

12\We tried small neural networks up to 3 layers, with 5 neurons each.

13We define closeness using a criteria that allows for a small additive error and a constant multiplicative
error characterized by constants ¢ and A, defined as: (A, ¢)-criteria: if the predicted change is § and the
actual change is 0*, we say that the algorithm is right if either 6*/A < 6 < A.5* or |§ — §*| < €.V, where V
is the maximum value of the metric seen so far.
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Figure 2.9: Experimental setup for verifying existence of cyclic effects. We change the
values of the three flows in red and measure how well our Gibbs sampling algorithm can
predict the corresponding change in SQL VM in black.

is the number of time slices in the monitoring data that the model gets trained on and W is
the number of Gibbs sampling iterations. For our incidents dataset, N was typically a few
thousands, M was roughly 10-20 times N, T" was around 300 and W was 4. Two components
contribute to Murphy’s running time in our production environment. First, for the incident
in Figure [2.1] it took less than a minute to fetch the metadata and metric values from the
database for over 10 thousand entities — the typical size of the relationship graph. Second,
Murphy took ~2 minutes on average to produce the root cause entities for a problematic
symptom, including the online training time. We can optimize this further with parallelism

and by leveraging a C++/Java implementation (as opposed to Python).

2.6.8 Sensitivity Analysis

Murphy has some parameters, all of which can be tuned offline. We discuss Murphy’s

sensitivity to these parameters

e Gibbs sampling iterations (W): Figure shows that increasing W led to improvement
in accuracy and in general higher W would lead to higher accuracy by giving Gibbs
sampling to converge more quickly. A higher W also means a higher running time, hence
there’s a tradeoff. As Figure [2.8b| shows, the marginal benefit decreases with increasing
W and so we settled on W = 4.
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e Length of training data: We found a slight increase in accuracy with an increase in the

length of training data. Refer to the last 3 bars of Figure and §[2.6.5.2]

2.7 LIMITATIONS AND FUTURE WORK

While more advanced monitoring can be useful in some cases, e.g. to attribute the high
request rate of a VM to a software bug, it’s important to have effective diagnosis tools based
on commonly available monitoring tools. Murphy’s entity-level localization is already useful
to operators; we leave diagnosis with advanced monitoring for future work.

Failures outside Murphy’s scope: Although Murphy captures many practical cases such
as high CPU/drop rate of a VM, high latency of a service etc., many scenarios are not
covered, and could be the subject of future work. One such case is where cause and effect are
separated in time, or metastable failures that persist even after the trigger is removed [5§].
Murphy might not handle non-linearity in metrics (e.g. if load shedding kicks in after a
threshold) since its implementation uses linear regression. Using a different learning model,
such as neural networks, for Murphy’s MRF framework might resolve this problem. Other
examples include: failures that are local to an entity (process or thread), which may require
finer-grained telemetry; software errors that don’t manifest in any metrics and may be more
suitable for program analysis [70]; and scenarios where the root cause is because of an
aggregated metric of multiple metrics such as the combined session count of multiple flows.
Using Murphy for performance reasoning: Murphy’s counterfactual reasoning frame-
work was useful for performance diagnosis, and may also be applicable to other use cases.
For example, it provides a way to evaluate the effect of a config change on a metric: e.g., how
would the response latency change if allocated CPUs of the VM is increased by 2x? How-
ever, the required level of accuracy for this use case may be different than for performance
diagnosis.

Leveraging offline training: While online training works well, a combination of offline +
online training could still be leveraged; see §[2.6.5.1] This is common in the NLP domain [80]

that has time-series data similar to ours.

2.8 SUMMARY

Performance diagnosis is a persistent challenge for enterprise infrastructure teams. In
our work we found that making assumptions about the performance relationships between

components or using fixed heuristics for inference harms diagnosis. Instead, we propose
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using MRFs and learning-based methods that do not make these assumptions for diagnosis
in enterprise environments where relationships are rich and complex and evolve across time.
We presented a possible design for such an algorithm in Murphy. Murphy not only meets
the criteria for diagnosis in our production setup (by virtue of handling complex, cyclic

dependencies) but also outperforms current diagnostic tools in their intended environments.

41



CHAPTER 3: FLOCK: ACCURATE NETWORK FAULT LOCALIZATION
AT SCALE

3.1 INTRODUCTION

Datacenters often comprise of tens of thousands of network components. Failures in such
large networks are common, arising due to software bugs, misconfiguration, and faulty hard-
ware, among other reasons [59]. In many cases, a device will directly report a failure, e.g.,
a switch may report that one of its line cards is non-responsive or that an interface has a
certain packet loss rate. These metrics are collected via monitoring software and used to
raise alerts. However, datacenters also experience significant network downtime and SLO
violations from gray failures whose root cause is obscure [59, 104]. For example, the rea-
son for poor performance of a distributed service could be a link silently dropping a small
fraction of packets without updating switch counters [90], or a driver bug in a virtualized fire-
wall. Diagnosing such performance anomalies is very hard for network operators [24]. With
programmable switches, more advanced monitoring is possible [103, [60], but these methods
either do not eliminate gray failures [76] or come at a high cost in switch resources [103],
and require deployment of programmable switches which is not generally available.

An alternate approach, which is the domain of this paper, is to infer the root cause via
end-to-end measurements, which we refer to as fault localization [24, 90, B0, [13] 57, [47].
Fault localization has been deployed by large cloud providers [25] [50]. At the heart of fault
localization is an inference model and algorithm that uses end-to-end observations (e.g.,
packet loss rate or latency of TCP connections) to infer a set of faulty components (links or
switches). The key challenge is to do this both accurately and quickly.

The most powerful class of inference techniques builds a probabilistic graphical model
(PGM) and performs a form of maximum likelihood estimation (MLE): finding the set of
components that, if they failed, maximizes the probability of having produced the given
end-to-end observations. An early such system was Sherlock [25], for inferring faults among
dependent services. However, deriving the MLE for a PGM can be computationally intensive.
With < k failures among n components, the solution space is exponentially large in k
(O(n*)). In a datacenter with millions of TCP flows and links, and multiple simultaneous
failures, Sherlock’s MLE can require several hours.

Therefore, fault localization schemes for datacenter networks move away from PGMs to
other techniques — using scores to rank links [24, 57] or obtaining drop rates via a system
of equations [90]. As we will show, these compromise accuracy and flexibility of PGMs in

favor of performance.
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In this paper, we present Flock, a fault localization system for datacenter networks that
seeks to maximize accuracy, with sufficiently high speed (i.e., seconds). Flock’s core innova-
tion is a novel MLE inference algorithm for PGMs that offers substantial acceleration for the
kind of models encountered in fault localization, leveraging two key acceleration approaches:
(i) a technique we call joint likelihood exploration maintains an array of hypotheses that it
can update en masse to find the likelihood of a set of new but similar hypotheses, more
quickly than computing their likelihoods individually from scratch and (ii) we use a greedy
algorithm which builds its solution link by link; this part of the algorithm is simple, of course,
but importantly, we prove a sufficient condition for optimality and verify through experi-
ments that it does find the MLE in practice. These two optimizations each individually
provide asymptotic speedups, and together allow Flock to use a PGM at scale. The result is
that Flock is several orders of magnitude faster than past PGM-based fault localization [25],
and is substantially more accurate than past non-PGM-based fault localization [24], [90], on
the same input data.

Moreover, the PGM-based approach allows Flock to use different types of input telemetry.
Recent datacenter fault localization schemes [90, 24] use observations of active probes of the
network (which can be constructed to have known paths and uniform distribution) but do
not incorporate passive flow monitoring, i.e., observations of all ongoing traffic, obtained
via NetFlow, IPFIX, or INT E The large volume of passive data makes it potentially
informative. But including passive monitoring would be hard for non-PGM methods because
it requires more discerning modeling and inference to handle skew in traffic patterns and path
uncertainty[”’] Although PGMs are generally more flexible in incorporating data of different
types, it would be hard for past PGM approaches because of computational difficulty, due
to the immense number of flows and because a flow with 10 possible paths is roughly 10x
costlier to model than a flow with a known path. Flock’s combination of flexible PGM-based
modeling and speed enables it to utilize passive information.

In summary, this paper’s key contributions are as follows:

e Inference algorithm. We develop a new fast MLE inference algorithm for discrete-
valued PGMs § (the type of PGM used for fault localization). We analyze a sufficient

condition for this algorithm’s accuracy on Flock’s model, providing intuition for why it

works well in practice(§ |3.4.2)).

e System implementation. We implement Flock (§ B.3)), a new end-to-end fault local-

14[24] incorporates only a limited amount of passive monitoring;

15Most data centers use non-deterministic ECMP multipath routing, so that only a set of possible paths
is known when flows are monitored with NetFlow/IPFIX. Paths can be known with INT-based monitoring,
but INT is not generally deployed.
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ization system. The Flock algorithm forms the heart of the Flock system, allowing it to
employ a PGM and naturally incorporate various kinds of dependence and uncertainty

such as unknown paths.

Evaluation suite. We create an open evaluation suite [15] for fault localization, which
includes (a) implementations of algorithms from NetBouncer [90], 007 [24], Sherlock [25],
and Flock, (b) an implementation of end-host telemetry agents and a collector, (c¢) telemetry
data for six different fault scenarios from a simulated data center and a hardware testbed,
and (d) scaling tests. We believe this suite is of independent interest, as it is the first such

open data set and expands on the fault scenarios evaluated by past work.

Performance evaluation. For a Clos network with 88K links and 9.5M flows, Flock
is empirically > 10*x faster than Sherlock’s PGM-based method [25], scanning ~3.5M
hypotheses in 17 sec, while achieving the same or better inference results (§3.7.8)). In fact,
Flock is &~ 4.5 faster than the non-PGM approach of NetBouncer [90] on the same input.
007 [24] is the fastest of the lot, but its time savings (<1 sec) is not a good tradeoff with

accuracy.

Accuracy evaluation. With the same (active probe) input measurements as past work,
Flock reduced inference error by 1.8 — 8x compared to 007 and by 1.19 — 11x compared

to NetBouncer.

The value of passive information/INT. Incorporating passive monitoring reduced
error even further, by up to 5.3x compared to Flock with only active monitoring. We also

evaluate the value of INT telemetry input.

3.2 BACKGROUND AND MOTIVATION

3.2.1 When fault localization is useful

Ideally, network faults are directly reported by the faulty component; e.g., switches typ-
ically track interface utilization, packet drops, up/down status, queue length, etc. These
metrics are commonly collected from network switches via SNMP [29], polling [34], 87|, or
streaming telemetry [40, 23].

Fault localization becomes useful when such direct monitoring is not enough. A gray
failure occurs when a faulty component does not report that it has failed [59]. For example,

silent inter-switch or inter-card drops [103], 00, 24, 83, 104] are extremely challenging to
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detect, constituting 50% of faults that took >3 hours to diagnose in [I03]. Other examples
of gray failures include corruption in TCAM-based forwarding tables causing black holes [60],
104] or loss [35], and a misconfigured switch causing high latency [104] (see [103] for more
cases). Gray failures also occur in the numerous software packet processing components
present in modern data centers. Software bugs can silently drop or corrupt packets in
host virtualization [91, ©02], server software [104], and virtualized network functions like
software firewalls [78]. All the above faults can be “silent” (the device does not realize the
error occurred). Further, the symptoms could manifest at a different location than the
problem, e.g. packet data could be corrupted by an intermediate switch but the corruption
is discovered only at the receiver. End-to-end observations can help detect such problems
(§13.6.4).

Another alternative is to use programmable switches to obtain more information, as in
Omnimon [60], FANcY [73] (for ISPs), or NetSeer [103] which runs a packet sequencing
protocol across neighboring hops to find silent drops. This can be quite accurate, though it
comes at the cost of significant switch resources (~ 100% overall PHV usage and 40% ALU
usage [103]). But more importantly, although use of programmable switches is growing,
they still have very limited deployment (13% estimated market share for 2023 [52]). Both
programmable and traditional switching environments are valuable use cases, but the latter
is the target of this paper; schemes like [60, 103 [73] are out of the scope of our work. As
an exception, we will consider the use of data collected with In-band Network Telemetry
(INT) [76] 26], which does not directly report gray failures, but does record packets’ paths.
INT can be implemented with programmable switches, but similar path data can be obtained
other ways; see §

Thus, it is very hard to guarantee that every packet processing element detects all faults
locally (indeed, the end-to-end principle [84] applies here). Even if a fault is reported, the
operator may want a way to cross-check. For these reasons, we see fault localization based
on end-to-end observations as an important tool in infrastructure engineers’ toolbox for the

foreseeable future.

3.2.2 Problem setup and goals

The input to a network fault localization algorithm is the network topology, and input
flow telemetry. Each flow measurement includes one or more metrics (TCP loss rate, mean
latency, throughput, etc.) and a set of paths through the topology that the flow may have
traversed. Depending on the monitoring method, this set may have size one (the exact path

is known) or greater than one (typically, a set of possible ECMP paths is known). Given
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this input, the fault localization algorithm should output a set of links or devices it believes
to be faulty, while meeting two goals.

Performance: Network operators often have to resolve a reported problem quickly. For
example, a managed service from BT has a 15 minute response time in its SLA [28] and
Gartner chose a threshold of 3 minutes in defining “real time” network data analysis [22].
Thus, fault localization within minutes is critical and within a few seconds is ideal.
Accuracy: False positives can bury true problems among several alerts [82]. False negatives
could send engineers down the wrong track of investigation. There may be a tradeoff between
accuracy and performance. As long as results are available within a few minutes, accuracy

(minimizing false positives and false negatives) is of primary importance.

3.2.3 Existing fault localization approaches

Several past approaches address above goals, with different types of input telemetry and
different inference algorithms.

Input telemetry: Administrators commonly [22] use passive monitoring of flows via Net-
Flow [37] or IPFIX [38] to understand overall network health. However, this has not been
relied on for automated fault localization because vendor-specific ECMP hashing obscures
flows’ exact paths.

Recent approaches use active probes with known paths. NetBouncer [90] sends probes uni-
formly from hosts to core switches in a Clos topology, via special switch support. 007 [24]
uses active probes with assistance from passive monitoring: end-host agents monitor pro-
duction traffic, and on detecting flows with anomalous performance, traceroute the flagged
flows’ paths and report the flagged flows’ metrics for analysis. 007 does not incorporate
passive monitoring of non-flagged flows. In both systems, the volume of active probes is
limited (which assists algorithm runtime, and minimizes host/network overhead), and the
exact path of monitored flows is known (which assists accuracy). But active probes do not
eliminate all uncertainty: even if the path is known, the culprit link(s) are not; and flows
can experience packet loss or latency on non-faulty links (e.g., due to congestion). Hence,
good inference is still needed. Further, active probes often take a different data path than
regular traffic and may fail to reproduce problems faced by production flows [24].

INT has, to our knowledge, not been specifically used by past work for end-to-end fault
localization. INT is similar to passive NetFlow telemetry in that it can observe a large
volume of actual application traffic, if deployed for all flows. However, like active probes, it

can trace the traversed path. It also does not eliminate all uncertainty (e.g., a silent packet
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corruption will not trigger an INT action, and even if the path is known, the faulty link is
not).

We observe that different deployments are likely to have different available information.

007 requires host support and NetBouncer and INT require switch support. INT is now
available in some switches, but is not deployed in most networks, and might be deployed
selectively. Furthermore, this technology landscape may evolve. A flexible scheme in terms
of input telemetry is thus preferred.
Inference algorithms: Sherlock [25], NetSonar [97] and Shrink [62] use a PGM with a form
of maximum likelihood estimation (MLE), but are far too slow. Sherlock targeted a small use
case (358 components), and NetSonar, which uses Sherlock’s inference, targeted smaller inter-
DC networks. In a data center network with tens of thousands of components, they require
several hours (§[3.7.8)), even with K < 2 concurrent failures (they scan O(n*) possibilities,
where n = number of components). Furthermore, inevitable concurrent failures [90} 24], [83]
may make K > 3 essential.

Hence, state-of-the-art data center fault localization schemes move away from PGM-based
MLE. 007 [24] uses a scoring function to rank links while NetBouncer [90] optimizes an
objective function to solve for drop rates. These are reasonably fast, but as we will see, they
fall short on accuracy.

Summary: Our goal is to localize “gray” failures in datacenter networks, using end-to-end
information, achieving as high accuracy as possible within roughly a few seconds (including
monitoring and inference), making best use of available information, including active probes

or INT (where paths are known) and passive monitoring (exact paths are unknown).

3.3 FLOCK DESIGN

We present Flock in three components. First (§ , Flock monitors end-to-end flows at
the endpoints (e.g. hosts) of the network. The monitored flow observations, comprised of
metrics from active probes and (when available) passive flow monitoring and/or INT, are
then sent to a central collector. Next, the collector periodically constructs a probabilistic
graphical model (PGM) from the flow observations (§[3.3.2)). This PGM captures uncertainty
in how the observations may have resulted from underlying network components. Finally,
Flock periodically performs MLE inference (§ on the PGM model, searching through
the exponentially-large hypothesis space (i.e., sets of possible faulty components) to find
the hypothesis that maximizes the probability of the observed flow metrics according to the

model. Our key contribution lies in the MLE inference algorithm, comprised of multiple
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optimizations to make it scale. Nevertheless, we describe all components for completeness.

3.3.1 Flow monitoring

Monitoring of end-to-end flows may occur in an agent process running on hosts, in the
hypervisor of a virtualized data center, or potentially at edge/top-of-rack switches (e.g., with
INT). Our inference algorithms are agnostic to where exactly these measurements come from.
Still, for concreteness, we describe the operation of an endpoint monitoring agent (

The agent periodically actively probes the network and may optionally passively observe
performance of ongoing flows. Note that 007 also observes ongoing traffic, to decide what
active probes to launch. Metrics from both active and passive monitoring are aggregated
by flow, and optionally randomly sampled to reduce volume. Periodically, the agent sends
these reports to the collector. For the rest of this section, we assume flow reports include
RTT, source, destination, retransmissions, packets sent and the path if known via active

probing /INT, else the set of possible paths.

3.3.2 Inference graph model

After telemetry is collected, Flock builds a probabilistic model of the network using two
inputs: (1) telemetry reports as described above, potentially including active probes, INT,
or passive telemetry, and (2) the network topology and routes. The latter could be provided
by an SDN controller or a topology discovery tool and is used to determine a set of paths
(typically, ECMP paths) that each flow may have traversed in the specific case of passive
data with unknown paths.

Flock employs a probability model based on a Bayesian network that utilizes flow level
metrics. A Bayesian network is a probabilistic graphical model that defines the probability
distribution of a set of observed variables in terms of a set of unknown (or hidden) vari-
ables. It consists of a directed acyclic graph (DAG) where each node represents a random
variable, unknown or observed, whose distribution can be specified as a function of its imme-
diate ancestors in the DAG. The goal of the inference is to estimate the unknown variables
(failed /not failed status of each component) given the observed variables (retransmissions,
RTT, packets sent etc. associated with each flow).

We use a 3-layer graph model. Fig. shows an example network with two flows and
its corresponding model. Formally, the conversion from datacenter network to model is
as follows. The top layer nodes in the graphical model represent individual links in the

datacenter, referred to as link-nodes. Each link-node is a hidden binary variable which is 0 if
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Figure 3.1: (a) A network with flows F1 and F2 traversing several possible paths; (b) the
corresponding PGM model.

the link has failed and 1 otherwise. The intermediate layer consists of nodes corresponding
to paths in the datacenter, referred to as path-nodes. For each link ¢ in path p, there is an
edge from the link-node of ¢ to the path-node of p in the Bayesian graph. A path-node
represents an intermediate binary variable which is 0 if the path consists of a faulty link and
1 otherwise. Finally, the bottom layer consists of flow-nodes — one for every flow — which
are the observed variables. A flow-node has an edge from each path-node in the path-set
of that flow. We define the value of the flow-node variable as the number of bad packets
— packets which experienced a problem. We describe two ways of setting the bad packets

variable:

e Per packet analysis: For packet loss and corruption, we set the number of bad packets as

the number of retransmissions which serves as a proxy for lost packets.

e Per flow analysis: To capture symptoms of high latency, we use a “per-flow” analysis which
is in effect a special case of the per-packet model where the number of packets sent is 1,
and the number of bad packets is set to 1 if the flow’s RTT is above a threshold and 0

otherwise.

Flock’s model assumes a flow F'is routed via ECMP; F' takes one of w paths chosen uniformly
at random, and packets experience problems independently and uniformly at random. Thus,

the probability of observing r bad packets out of the t sent can be given as:

w

PlF = (rt)] = % > (=3P (1= p) T+ vipp(1—pg) (3.1)

=1

where ; is the value of the i possible path of F' (y; = 0 if a failed link is on the i** possible
path and 1 otherwise). p, and p, are model hyperparameters: p, represents the probability
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of a packet experiencing problems when taking a bad path (i.e., with at least one faulty
link), and p, represents the probability of a packet experiencing problems on a good path
(no faulty links). Intuitively, a packet going through a failed link is much more likely to
experience a problem, hence p, >> p,. § describes how to pick p, and p,. Equation
can be adapted for weights (e.g. for WCMP [102]).

A hypothesis is an assignment H € {0,1}" for all link-nodes. Equivalently, we can think
of H as a set of links that are deemed to be failed, with all other link-nodes being not
failed. The goal of the inference is to recover the hypothesis that consists of all truly failed
links and only those links. Conditioned on a hypothesis H, the probability of the set of flow
observations taking on the observed assignment of values (a certain number of bad packets r;
out of ¢; packets sent, for each flow 7) is simply the product of probabilities of all individual

flow probabilities:

PR\, F,... . F|H = [] PIFi=(ut)H) = [] PIFIH] (3.2)

F;eflows F;eflows

where F; is shorthand for the event that flow i takes on the observed metric values, i.e.,
Fiy = (ri, t;).

Incorporating Priors. We assign a prior belief about failures by assuming that, a priori,
any link can fail with probability p. The priors reduce the false positive rate by effectively
assigning a lower prior to hypotheses with more links, thus favouring hypotheses with fewer
failed links. If hypothesis H contains |H| candidate failed links and there are n total links,

then the likelihood of H after incorporating priors is given as:

Prior x H P[F,|H]; Prior = pfl(1 — p)n=IH (3.3)

F;eflows

Model extensions. The top layer nodes can include other component types besides links;
we add device nodes, treating a device as another component in a flow’s path, exactly as
links. We found that a device prior that is 5x larger on log-scale, worked well in practice,
as it forces Flock to detect a device failure only when there is stronger evidence for it than
a link failure. Other components (line cards, racks, pods etc.) can be modeled in a similar
way, but is beyond the scope of this paper.

Model Intuition. The model effectively incorporates several kinds of uncertainty. Given
an observation of bad packets in a flow, we may not know what path is responsible (modeled

via flow nodes having multiple path parents). Even if we do know the path, as for active
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Scheme Predicted failed

links
007 (12, 12)
543/10K
NetBouncer (52,11), (12, D2)
Flock (12, D2)
(a) Example: failed link shown via the red
CToSs (b) Output of various schemes

Figure 3.2: Example: (a) 5 links in the network. 5 flows shown in 5 different colors,
annotated with packets dropped/packets sent. (b) Flock correctly localizes the failed link.

probes and INT, we don’t know what link is responsiblem (modeled via path nodes having
multiple link parents). Even if we know what link is responsible, an observed bad packet
might or might not mean there is a faulty link (modeled via both good and bad links having
non-zero probability of bad packets).

Differences from Sherlock’s PGM. Sherlock was intended to model application-level
failures, and thus includes elements that we don’t need such as services and load balancers.
Sherlock uses three node states — working, failed, and partially working; we omit the last,
as Flock models some packet loss even for working links. Starting from Sherlock’s model
and making these changes results in a PGM that is very close to Flock’s, except for the
probability formulations.

Model Assumptions. Like any other model [25 62, 7], ours has assumptions: fixed
packet fail probabilities (as in [62]), classifying paths as failed on just the absence/presence
of at least one failed link (as in [97]), and packets getting affected independently (as in [97,
62, 25]). We tried different assumptions — one with variable fail rates obtaining MLE using
Nesterov’s Gradient Descent algorithm, but it was too slow; another variation that treats
paths differently depending on their number of failed links, but its accuracy was worse[T|
We present the model that gave the best results in experiments based on real environments
that don’t adhere to any model assumptions. We also give theoretical (§ evidence

16While INT can capture per-hop metrics, it may not detect where a gray failure happens. For example,
a silent corruption of packet data likely would not be detected until the packet reaches the receiver’s host
stack.

I"Note that Flock still localizes multiple failures on a path since there are flows that transit one failed
link, but not the other.
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supporting Flock’s effectiveness with these assumptions. Finally, it’s important to keep in
mind that the model does not need to match reality perfectly, it only needs to be “close
enough” that the most likely explanation in the model is the right one. Fig: illustrates

how the PGM-inference can localize more accurately than past schemes.

3.3.3 Inference algorithm

We describe the inference algorithm next. For ease of exposition, this description only
considers link failures. Devices are treated identically to links and our implementation
handles both.

Recall that a hypothesis H is a candidate set of failed links. From the model, we can com-
pute the probability of the flow variables taking their observed values (number of bad/sent
packets for each flow) given H; this is the likelihood of H. We denote this likelihood as
L(H) = P[F\|H|P[F,|H]...P[F,|H]. The maximum likelihood estimator # is the hy-
pothesis that maximizes L(H), or equivalently log likelihood LL(H) = log L(H), that is

H = arg max LL(H).
HClinks
We normalize all likelihoods by the likelihood of the no-failure hypothesis (i.e., Hy = {})

to cancel out any flow whose path set does not include any failed links in a hypothesis H.

The goal of MLE inference is to compute H. Simply computing the likelihood of each
possible hypothesis would be impractically slow because there are 2" hypotheses, where n
is the number of links. Sherlock [25] and NetSonar [97] limit max concurrent failures to
k, reducing the search space to O(n*) hypotheses. However, in our setting, this is still far
too slow, even for k=2 (§ . Further, a datacenter can have many concurrent failures
making k> 3 important.

We introduce two algorithmic techniques to accelerate MLE inference in PGMs. Greedy
search reduces the number of hypotheses examined. While Greedy MLE is a simple idea, our
main contribution is showing that it finds good solutions even after narrowing the hypothesis
space: we provide theory (§ and experiments (§ [3.6). Joint likelihood exploration
(JLE) is a new algorithmic technique, that reduces the time per examined hypothesis. Both
techniques provide significant speedups individually and together speedup the inference by
several orders of magnitude (§ .

Greedy Search: We start from the no-failure hypothesis and extend it one link at a time.
Specifically, we maintain a current hypothesis H. Initially, H = {}. In each iterative step, we
scan over each link [ ¢ H and calculate LL(H U{l}). If one of these log likelihoods improves
over LL(H), we set H := HU{l*} where [* is the link offering the biggest improvement, and
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continue iterating. When no added link failure improves the log likelihood of the current
hypothesis H, the search terminates and returns Hgyceqy = H.

There is still a performance challenge with Greedy MLE. Each iterative step requires
evaluating close to n hypotheses (specifically n — |H|) to find {*. Even with 40 cores, greedy
search took over 3 hours for a medium-sized datacenter (§[3.7.8). This motivates our second

key optimization.

Joint likelihood exploration (JLE): We devise an additional acceleration technique for
inference algorithms for PGMs with discrete variables. We use it to speed up each iteration
of the greedy algorithm by a O(n) factor, where n is the number of components (links and
switches). Note that greedy+JLE produces the exact same solutions as greedy.

Suppose we are given the current best hypothesis H which has the maximum likelihood
among hypotheses searched till now. Joint likelihood exploration is a technique to quickly
explore all “neighbors” of H — all assignments that are different from H in the inclusion or

exclusion of exactly one link. Note that there are n such neighbor hypotheses of H.

Definition 3.1. Let H & [ denote the hypothesis obtained by flipping the status of link [
in H, i.e., ifl € H then H® 1 = H\ {l} and otherwise H ® 1 = H U {l}. Let Ag(l) =
LL(H @1) — LL(H) represent the difference in log likelihoods of hypotheses (H ©1) and H .

JLE Intuition: We explain JLE by showing how it accelerates the Greedy algorithm (al-
though it can also accelerate exhaustive search). In each iteration, Greedy computes each
LL(H U{l}) for each [, to find the link I* offering the most improvement. Note that max-
imizing LL(H U {l}) over all [ is equivalent to maximizing Ag(l) over all I. So, in each
iteration of Greedy, we could compute an n-element array Ay whose elements are the values
Ay (1) for each link [, and then scan the array to find the largest value. This finds the same
[* as in the original greedy algorithm.

But how do we compute the array Agy? If we do it in the obvious way, by iterating over
each [ and directly computing LL(H @&1)— LL(H), then this is nearly identical to the original
greedy algorithm which computed LL(H Ul), with no appreciable change in runtime. What
JLE offers is a faster way to compute Ay, with careful algorithm engineering. This involves
two somewhat different types of computation: quickly preparing the array Ay, for the first
iteration; and quickly iteratively updating the array for each subsequent iteration.

To initially create Ap,, note each entry Ap,(l) represents the difference in log likelihood
due to failing link [, compared to no failures. To compute these differences, we only have
to look at the effect on flows whose paths intersect [. Furthermore, there is an important
opportunity for memoization in computing the log likelihood-difference formula across dif-

ferent links [: the effect on a flow’s likelihood depends only on the number of failed paths,
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not the specific failed links.

Now suppose we have an existing Ay and the search algorithm is about to move from
hypothesis H to hypothesis H' in its next iteration. We need to compute the array Ag:. To
do this, we track the difference in the difference arrays (Ay vs. Apgs) rather than directly
computing the difference in likelihoods of H and H @ [ for every [. The key insight here is
that each entry of the difference array Ay can be written as a sum of contributions for all
flows and only some of the terms need to be updated after moving to a new hypothesis H'.
The fact that we can do this faster than creating the array from scratch is the key to JLE’s
acceleration.

JLE formalization: First the algorithm needs to compute the array Ap, for the first
iteration of Greedy. For details, we refer the reader to the pseudocode of function Com-
putelnitalDelta in Algorithm in § 3.9, which follows the intuition above.

Next, we describe how the Ay array can be updated when the greedy algorithm moves to
a new hypothesis H'. We first note that LL(H) is a sum of contributions from all flows and
can be written as LL(H) = Y pcpows LLr(H), where LLp(H) = log P[F|H]. We have

Apy(l)=LL(H®1)~ LL(H)= Y  LLp(H®l)— Y LLp(H)= Y Agx(lF)

Feflows Feflows Feflows

(3.4)

where Ay (l,F) = LLp(H ® 1) — LLp(H). Next we derive a useful property about the

individual flow contributions Ay (I, F').

Definition 3.2. A flow F intersects with link [ if at least one of the possible paths for F
has link .

Theorem 3.1. For a link ' and hypothesis H, let H = H & 1I'. Then for all links | and
flows F,

(i) If F' does not intersect with 1, then Ay (l, F) =0

(ii) If F' does not intersect with ', then Ay/(l, F)= Ay (I, F).

Proof. This can be easily seen by expanding A (I, F') and Ag(l, F'). We note that for any
H, the log likelihood of a flow F', given by LLr(H) = log P[F|H], does not depend on a link
[ if F' does not intersect with [ (that is, LLrp(H) = LLp(H ®1)).

For (i), if link [ does not intersect with F', then flipping I’s status does not affect F"
LLp(H)=LLrp(H ®1) = Ag(l, F)=0.
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For (ii), when [’ does not intersect with flow F', LLy(H') = LLp(H ®1') = LLr(H) and
LLp(H'®l) = LLp(H®lU'®l) = LLp(H®!). Consequently, we get Ag (I, F)= Ag(l, F). O

Hence, to obtain Ay (1) from Ag(l), we only need to update the terms Ag(l, F') for flows
F' that intersect with both links I" and [ since all other flow contributions to Ag(l) remain
unchanged from Agy(l). Let flows(l,1) denote the set of flows that intersect with both [ and
I'. After updating the current hypothesis from H to H’, we can compute the new entry
Ap(1) for link [ using Theorem [3.1}

Aw(l)= ) Aw(lF) (3:5)

Feflows

= D Au(,F)+) Aw(,F) = Au(l,F) (3.6)

Feflows Feflows(l,1)

= Ap(D+ D Aw(l,F) = Au(l,F) (3.7)

Feflows(l',1)

Once we have equation [3.5] the algorithm to update the A array, for all n entries, is simple
to state. After moving to H' = H & I’, we iterate over all flows that intersect with I’. For
each such flow F', let Lg be the set of links that intersect with F'. For each [ € L, we update
F’s contribution to Ag/(l). With memoization, one can update all entries Ag/ (I, F') for all
l € Lp in a couple of passes over Lp, similar to how we initially computed Ap,. The crux
of the greedy+JLE algorithm is outlined in Algorithm of § and the full pseudo-code
is given in Algorithm [3.3] of § 3.9

Given LL(H), an alternate approach is to compute LL(H @ ) without JLE, individually
for each [, as in [25, 7]. This requires updating the contribution of all flows that intersect
with [ since their likelihoods LLg(H @ 1) would have changed after flipping the status of link
[. Thus, the number of flows whose contributions need to be updated for computing just
one entry LL(H & 1) for a single [ is the same as that for computing all n entries of the A
array jointly with JLE. Thus, JLE results in in a O(n) speedup. The reason for this large
improvement is that JLE tracks the change in the A’s (i.e., the difference in the differences:
LLp(H®l)—LLp(H)) across iterations which allows reuse of computation from the previous
iteration.

Besides greedy search, JLE can apply to any algorithm which explores a hypothesis H's
neighbors: H @ [ for all [. This includes brute force, Sherlock and NetSonar’s inference,
and MCMC techniques (e.g. Gibbs sampling). Using JLE, we were able to accelerate (i)
Sherlock’s inference (Alg. in section [3.9)), and (ii) Gibbs sampling for Flock, both by
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multiple orders of magnitude. We ended up using Greedy for Flock because (i) Sherlock’s
inference can not detect K > 2 concurrent failures and was still slow with JLE (§[3.7.8) and
(ii) for Gibbs sampling, it’s hard to bound the number of iterations required for convergence.

Gibbs sampling [77] without JLE was too slow for our purposes.

3.4 FLOCK: ANALYSIS

3.4.1 Runtime analysis

Let n be the number of links, m be the number of flows, T" be an upper bound on the
number of links that any flow intersects with, D be an upper bound on the number of flows
that any link intersects with and K be the maximum number of concurrent failures (note
that Flock’s algorithm doesn’t need to know K).

We describe the components in the running time of Flock’s overall inference, including
Greedy and JLE:

e Before the first greedy iteration, the A array is computed once, in a linear pass over all

flows and their path sets, incurring O(n + m7T’) time.

e After each greedy iteration, updating the A array via JLE requires iterating over all flows
that intersect with the newly added link. For each such flow F', let Lp be the links that
F intersects with. Updating all entries Ay (I, F) for all [ € L requires a couple of passes
over Lp. Thus, the execution time for subsequent (K — 1) greedy iterations, barring the
first, is O((K — 1)DT).

Hence, the running time of Greedy inference with JLE is O(n + mT + (K —1)DT). If we
had used just Greedy without JLE (computing likelihood of each hypothesis individually),
the runtime would be O(n +mT + (K —1)nDT).

We compare runtime with Sherlock. To compute the MLE, Sherlock scans all O(n’)
hypotheses with < K failures. Sherlock is better than brute force, however: it uses LL(H),
for an explored hypothesis H, to compute LL(H @ [) by updating the flow contributions
LLgr(H) for all flows F' that intersect with link [ (since their likelihoods would have changed
after flipping the status of link 1), giving O(n® DT') runtime. We can apply JLE to accelerate
Sherlock’s inference by evaluating n neighbor hypotheses at once ( Algorithm in §,
improving Sherlock’s runtime, by a factor of n, to O(n®~1DT). However, this is exponential
in K and too slow for our purposes. From the analysis above (and our experiments later),

it can be seen that Greedy + JLE is dramatically faster.
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3.4.2 Accuracy analysis

We analyze conditions in which Greedy returns the true MLE hypothesis. To make the
problem tractable, we restrict the analysis to cases where path taken is known (true for
active probes and INT) and packets crossing a link get dropped independently according
to a (unknown) drop probability of that link (inference is NP hard if packets get dropped
adversarially, see Theorem in [3.10] Theorem below gives a sufficient condition on
the traffic for Flock’s inference to correctly recover the set of failed links, providing intuition

for why Flock works well in practice.

Definition 3.3. For given traffic T, let T({l1,ls,...l;;}) denote the number of packets that
each go through all of the links {ly, ...y }. If T({l1,12})/T({li}) < € for all links I, and ly, we

say T 1s e-skewed.

Theorem 3.2. For any topology with (1/a)-skewed traffic, with high probability, Flock’s
inference returns the set of all failed links if the number of failures is < a/2, the number of
packets T,,;, crossing every link is larger than a certain threshold, and the drop probabilities
are < py on all good links and > p, on all failed links where (py, py) satisfy the condition
opg < pp < 0.05.

See § for proof. Theorem has an intuitive interpretation: Consider two links /; and
Iy, where [; has failed and ls works correctly. Intuitively, at most é fraction of the dropped
packets on [; will transit l5. One can think of this as [y getting “é fraction of the blame”
for the dropped packets on [;. If there are (f«) failures and these are arranged adversarially
so that all of them add blame to Iz, then in the worst case Iy can get (f«) - é = f times as
much blame as a true failed link. Intuitively, a large enough constant f would confuse the
algorithm into classifying Iy as failed. The theorem proves that for f < 0.5, the algorithm

outputs the true failed links.

3.5 IMPLEMENTATION

3.5.1 Agent and inference engine

We implement an agent that runs on end-hosts and collects flow statistics via a lightweight
packet dumping tool based on the PFRING module [I6] and periodically sends it to a
collector in IPFIX format. Commercial solutions also exist [I8] [I7], possibly employing

alternate approaches such as pulling flow statistics from the kernel via eBPF or using multiple
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collectors at scale. As the specifics of the agent/collector don’t affect our results, we leave
more optimized designs for future work.

Flock’s inference engine, written in C++, (i) collects IPFIX flow reports from agents and
(ii) periodically runs inference on the collected input. Currently, the network topology is
static, but the inference engine can be modified to obtain the topology from a controller.

The engine periodically reads flow reports from the queue, every 30 seconds, and runs the
inference algorithm of §(3.3.3|

3.5.2 Parameter Calibration

An important problem we encountered, with all schemes, is how to set their hyperparam-
eters. Flock has 3 hyperparameters (py, py, p), NetBouncer has 3, and 007 has 1. In real
deployed systems, parameters and thresholds are quite common, and are set based on past
deployment experience. However, manual tuning puts extra onus on the user and makes it
difficult to evaluate systems. The manually set parameters of past schemes 007 [24] and Net-
Bouncer [90] gave suboptimal results in our environments, across different topology scales
and failure scenarios.

Thus, we design an automated parameter calibration method that we use for all schemes.
We use a training set of monitoring data to search for the parameter settings that obtain the
best precision and recall in the training set. It is tempting to obtain the training set from
historical monitoring data, which is generally available in deployed systems. But this can be
tricky, since: (a) historical data may not have faults labeled; and (b) faults, especially rare
faults, may be diverse and unpredictable so that historical data is not entirely representative
of the next upcoming incident.

To solve (a), we leverage simulations to obtain the training set. We calibrate parameters
once using this training set and use those parameters across our experiments, unless stated
otherwise. Note that if this method were used in a deployment, it would increase concerns
with (b) since simulations may not match the real world. To address (b) we will experimen-
tally quantify the robustness of each scheme to scenarios where the train and test sets are
drawn from different environments (different topology, monitoring duration, fault rate, fault
type).

Once we have the training set, we use the following calibration method. For each hyperpa-
rameter, we choose equally-spaced values in a reasonable range of possible values. We fix a
minimum precision P and find the parameters which, in a training set, yielded highest recall
and had precision > P. Varying P produces a set of parameters that are Pareto-optimal

along the precision/recall tradeoff curve. Our evaluation will apply these parameters to a
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separate test data set.

To choose a single parameter setting (rather than a tradeoff curve), we set P = 98% and
find the setting that maximizes recall (in the training set); if no such point exists or recall
is too low (< 25%), then we subtract 5% from P and try again, repeating until a setting is

found. This method lays more emphasis on precision, which is usually desirable.

3.6 EVALUATION METHODOLOGY

3.6.1 Systems evaluated

We compare Flock with several state-of-the-art datacenter fault localization schemes. Our
codebase consists of 7K LOC including C++ implementations of all inference algorithms.

We implemented the “Ferret” inference algorithm of Sherlock (Sec. 3.2 of [25]). For
a fair comparison, we run Ferret on the same PGM as Flock (which is anyway similar to
Sherlock’s; §[3.3.2)). Sherlock can not detect K > 2 failures, but (as expected) resulted in the
same accuracy as Flock for K < 2 failures at small scale. Hence, we only show performance
differences. We implemented NetBouncer’s algorithm (Fig. 5in [90]) and 007 (Algorithm
Lin [24]). We verified our 007 implementation by matching it with the publicly available
007 code and reproducing Fig. 10 in [24].

For all schemes, we calibrate parameters once using simulations of random packet drops

and use those parameters by default, unless stated otherwise.

3.6.2 Input telemetry types

We use four different kinds of input for inference:

e A1l: Active probes between end-hosts and the core switches with known paths, as designed
for NetBouncer [90].

e A2: Reports about flows with > 1 retransmission, along with their (actively-probed)
paths, as designed for 007 [24].

e P: Passive information consisting of reports about regular (application) data flows, whose
traffic matrix is thus dictated by the network environment (§ [3.6.3). A set of possible
paths is known (based on ECMP multipath).

e INT: We assume INT [I4] provides reports, including paths, for both A1 and P (which

thus becomes a superset of A2).
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Note the last case is intended to test full deployment of INT; in other deployment modes it
could trace just a subset of traffic. Similar reports could be obtained from other recent packet
marking [83] or mirroring [104], 88| 51, [60} [89] methods. Since Flock can incorporate different
kinds of inputs, we compare accuracy across input types: Flock (A1) vs NetBouncer (Al),
Flock (INT) vs NetBouncer (INT) and Flock (A2) vs 007 (A2). We also quantify the accu-
racy boost Flock obtains from additional passive information (A1+P, A2+P, A1+A2+P).
NetBouncer and 007 cannot trivially ingest the passive telemetry as they do not model path
uncertainty. The passive flow telemetry can be downsampled in a large datacenter with high

link speeds to reduce volume of the monitoring data.

3.6.3 Network environments

NS3 simulations. We set up a NS3 simulation to output a trace consisting of flow metrics
(retransmissions,/packets sent). We feed this trace as input to inference. We use a standard
3-tiered Clos topology [20] with 2500 40Gbps links, ECMP routing and 3x oversubscription
at ToRs. Like [90], we set drop rates on all non-failed links between 0 — 0.01% chosen
independently and uniformly at random to model occasional drops on good links. For all
our experiments, half the traces used uniform random traffic and the other half used a skewed
traffic pattern where 50% of the traffic is concentrated among 5% of the racks, randomly
chosen. Flow sizes were drawn from a Pareto distribution (mean: 200KB, scale:1.05) to
mimic irregular flow sizes in a typical datacenter [21].

Large scale simulation. NS3 was too slow for large scale simulations. Hence, we use a
flow level simulator (similar to [24]), that drops each packet as per preset drop probabilities
on links but does not model queuing or TCP. We use this simulator for scaling experiments
$ETH).

Hardware test cluster. We set up a physical testbed with 10 switches and 48 emulated
hosts, each with its own dedicated hardware NIC port and one CPU core. One of the 48
hosts runs Flock’s collector. We use a standard 2-tier Clos topology with 2 spines, 8 leaf
racks and 6 hosts per rack. We provision 1 Gbps link speeds to emulate as many hosts as
possible. Schemes with A1l are omitted from our testbed results since our switches don’t
have the in network IP-in-IP feature for A1 [90].

3.6.4 Failure scenarios

In simulation:
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e Silent link packet drops: a link drops a small fraction of packets without updating

switch counters. Silent drops are a common problem in the industry [83] 24, [90].

e Silent device failure: An error in a device component (e.g., memory, line card) causes
silent packet drops. This differs from the prior scenario since it affects many or all links

on the device.

In hardware test cluster:

e Queue misconfiguration: A WRED queue [42] drops packets with probability p when
the queue length is above a configurable threshold w. We misconfigure WRED queues on
switches, setting p = 1% (choices: 1-100%) and w = 0 (so, the link works normally if the

queue is empty).

e Link flap: We pull out a cable manually and quickly put it back in to emulate link
flaps [36]. In our setup, link flaps caused the latency of the flows transiting the link to
spike, but did not produce any significant increase in retransmissions (i.e., the link was

buffering packets).

3.6.5 Evaluation Metrics

Precision is the fraction of predicted failed links that had actually failed and recall is
the fraction of failed links that were correctly reported as failed. A faulty device or any of its
links are considered to be correct for calculating precision. For calculating recall, including
the faulty device itself in H counts as 100% recall, and including x% of the device links in
H counts as x% recall, where H is the set of failed links/devices predicted by the algorithm.
More precisely, if H is the set of failed links predicted by the algorithm and H* is the actual
set of failed links, then precision =|H N H*|/|H| and recall = |H N H*|/|H*|.

We define precision to be 1 if the algorithm returns the empty hypothesis. For 0 actual
failures, precision represents the fraction of examples where the algorithm returns a wrong
answer and recall is 1 since there are no failures to detect. We use the standard Fscore
measure (harmonic mean of precision and recall) when we need a combined measure of

accuracy.

3.7 EVALUATION RESULTS

The first goal of our evaluation is to investigate Flock’s accuracy compared to NetBouncer

and 007. We compare various input types (INT, A1, A2, P) to quantify benefits of incor-
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Figure 3.3: Accuracy for silent packet drops. (a), (b): Tradeoff curves for NetBouncer, 007
and Flock for silent drops, varying hyperparameters for each scheme. Schemes are
annotated with the input data they use. (¢): Accuracy on device failures.
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Figure 3.4: The extent of drop rates that each scheme can detect (each point averaged over
32 traces).

62



porating passive data and INT. As expected, Flock and Sherlock had the same accuracy in
small scale experiments (with max K = 2 failures), where Sherlock finished in reasonable
time. Hence we don’t show accuracy comparisons with Sherlock. Next, we investigate per-
formance of Flock compared to Sherlock, NetBouncer and 007 and the benefits of JLE in

speeding up inference.

3.7.1 Silent packet drops

We generated 63 traces via NS3, each with 1 to 8 failed links with drop rate on each failed
link chosen uniformly at random between 0.1% and 1% [90] (drops on good links are set as
in §[3.6.3). We simulate active flows between the hosts and the core switches (A1), sending
40 packets/sec and 400K passive flows/sec across all hosts. Fig. m shows precision-recall
tradeoff curves, with different parameters (§3.5.2) after 100K and 400K flows. With the
chosen parameters for each scheme (§ [3.5.2)-

e A1: Flock reduces error rate over NetBouncer by roughly 45% (fscore: 0.5 vs 0.27). With
4x more probes, Flock still reduces the error rate by >20% compared to NetBouncer
(fscore: 0.87 vs 0.84).

e A2: Flock (fscore: 0.93) reduces error-rate over 007 (fscore: 0.61) by 5.5x after 400K flows.

e A1+P and A1+A2+P: When active probes (Al, A2) are augmented with passive in-
formation (P), Flock achieves very high accuracy (fscore with A1+A2+P: 0.98, A1+P:
0.93) after 400K flows (see Fig. [3.3a]), suggesting that these schemes require less data than

active-only schemes for localization.

e INT: Flock (INT) has the best accuracy (fscore 0.99) reducing error over NetBouncer
(INT) (fscore 0.88) by 12x.

The last two results highlight the benefits of incorporating passive data for accuracy. 007’s
poor accuracy is likely due to its sensitivity to traffic skew (§3.7.3)).

3.7.2 Device failures

Using the same setup as §[3.7.1], we simulate a device failure by failing % of a faulty device’s
links. We generate 64 traces, each consisting of up to 2 device failures, varying f across traces
from 25% to 100%. A subset of links failing on a device is similar to the behaviour of a faulty
line card on that device. For all schemes, we used the same parameters as in § (we

calibrated NetBouncer’s threshold for the number of problematic flows crossing a device).
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Figure 3.5: (a), (b) Accuracy on failure scenarios in testbed (solid markers). For (a), for
comparison, we also show precision recall tradeoff curves with recalibrated parameters
(hollow markers)

As shown in Fig. [3.3d Flock outperforms NetBouncer and 007 for all types of information.
Flock (INT) achieves ~100% recall, compared to 80% recall of NetBouncer (INT). Flock
(A2) reduces error-rate compared to 007 by 8x (fscore 0.97 vs 0.76). Flock (A1+4P) has

poorer precision for device failures than link failures.

3.7.3 Soft gray failures

We vary the drop rate on a single failed link to test what drop rates Flock can detect. A useful
metric is the ratio of drop-rate on a failed link and the maximum drop-rate on a functioning
link, which we call Signal to Noise Ratio (SNR), by a slight abuse of terminology. We use
the same setup as § [3.7.2l From Figs. [3.4a] [3.4b] we conclude that Flock can detect links
with > 1% drop rate (or SNR > 100) with high recall, with A2. With uniform traffic, 007’s
accuracy is good when SNR > 100 (consistent with the SNR in Fig. 10 of [24]). 007’s recall
gets affected significantly with skewed traffic (even with parameters calibrated separately
for skewed traffic). After adding passive telemetry with either INT or (A1+A2+P), Flock’s
accuracy gets boosted and it is able to detect > 0.4% drop rate reliably. NetBouncer and
Flock, both do well for A1, but NetBouncer’s accuracy becomes worse for multiple concurrent
failures with different drop rates (§3.7.1)). Schemes for Al (active probes) are unaffected by
skew in the application traffic and hence omitted from Fig. [3.4b]
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Figure 3.6: (a) Running time vs. a past PGM scheme (Sherlock); Flock achieves the same
accuracy while being > 10*x faster. Also shown is the effect of Flock’s two optimizations
(JLE, greedy) alone. (b) Running time of all schemes on various topology sizes.
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Figure 3.7: (a),(b) Accuracy on “irregular” Clos networks with a few links omitted. (c)
Flock (P) produces useful results in a hard scenario, where other schemes don’t apply. The
“theoretical max preicision” is obtained from topology’s equivalence classes.

3.7.4 Misconfigured queue

We move now from simulated faults to our testbed, beginning with misconfigured queues.
Flock achieves high accuracy with all information types (see Fig. |3.5a)). Using the same
parameters as in § for all schemes, Flock (INT) had higher precision and recall than
NetBouncer (INT) (16x less error in fscore), whereas Flock (A2) had higher precision than
007 (A2) (the solid markers in Fig. [3.5a)). For comparison, we also show precision recall
tradeoff curves with parameters calibrated on the testbed with real examples. In this case,
Flock (INT) had 7x less error than NetBouncer (INT) (fscore: 0.87 vs. 0.98) and Flock (A2)
had 16x lower error compared to 007 (fscore: 0.97 vs. 0.5) (the hollow markers in Fig. |3.5a)).
Flock (A2+P) gets very close to Flock (INT), consistent with §3.7.1]

65



Aggregate
Parameters calibrated for —|Different| Different Different Different score
(D: different, S: same)  |topology|failure rate|monitoring interval|failure scenario| (average
Fscore)
p: precision, r: recall plr|p r p r p r
Flock D 0.92/0.98/0.97] 1 ]0.98 1 0.95 0.99 0.973
(A1+A2+P) S 0.96|0.98(0.97] 1 ]0.99 1 0.96| 0.99 0.981
D 0.90/0.99(0.96/] 1 (0.86 0.97 0.94] 0.98 0.948
Flock (A2) S 094098 1 | 1 [0.94] 092  [0.94 0098 0.962
D 0.92/0.99(0.96] 1 ]0.98 1 0.95 0.99 0.973
Flock (INT) S 0.96/0.99(0.96] 1 ]0.99 ] 0.96] 099 | 0.981
007 (A2) D 0.75/ 1 [0.87] 1 0.51 0.82 1 0.33 0.728
S 0.82(0.74] 1 1 10.47 0.87 0.82| 0.74 0.792
NetBouncer D 0.25/0.33(0.95] 1 1 0.66 0.28 0.33 0.589
(INT) S 0.81/09| 1 1 10.95 0.85 0.81 0.9 0.901

Table 3.1: Evaluating parameter robustness. For each scheme, we show accuracy when its
parameters are calibrated on a different environment than the test data set (D) and when
they are calibrated in the same environment (S).

3.7.5 Link flaps

We use a per-flow analysis (§[3.3.2)), classifying a flow as problematic if its RT'T is > 10 ms.
Since the analysis is per-flow and not per-packet, we had to recalibrate parameters. Flock
does not model acks traversing the reverse path, which is important in this case. Accounting
for that with a revised model would be possible, we leave that for future work. Even with a

somewhat inaccurate model, Flock (INT) reduces the error rate by 1.66x over NetBouncer
(INT) (fscore: 0.81 vs 0.69) and Flock (A2) reduces the error rate over 007 by 1.8x (see

Fig. [3.5D).

3.7.6 Irregular Clos topologies

Real world datacenters are rarely perfectly symmetric like a Clos topology and typically
have asymmetries due to failures, policies, piecemeal upgrades, etc. To see the effect of
topology irregularity, we omit links from the fat tree. We recalibrated parameters on the
irregular topologies for all schemes since the topology can be known in advance. (we also
tested without recalibration; Flock’s improvement over other schemes was even higher in
this case. We omit the results for brevity.)

Fig. [3.7b]show that Flock’s accuracy is robust to topology irregularity. 007 is sensitive
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to topology irregularity, probably because its effect is similar as having traffic skew. We omit
A1 since its active probing mechanism is designed only for regular Clos topologies.

Flock with passive only input (P): Some networks may only have passive information
available. Past fault localization schemes can not be applied to passive only input since they
don’t handle path uncertainty. Operators in this situation resort to manual troubleshooting
(traceroutes, adjustments to routing or taking links offline, etc.) which can take days. Flock
with only passive input (P) can provide partial analysis (Fig. , . Interestingly, Flock
(P)’s accuracy actually improves with more links removed. This is because in a symmetric
Clos topology, there are equivalence classes of links (e.g. all links from a leaf switch to the
spine layer) that cannot be differentiated because they participate in the same ECMP paths.
As the topology becomes irregular, this breaks symmetry, and Flock’s inference algorithm
automatically takes advantage of this.

Fig. shows an even more difficult fully passive scenario where the failed link is one of
several symmetric links in a Clos topology, which has little irregularity for Flock to leverage
and no active probes or path tracing. Flock (P) achieved >75% recall and >40% precision
(thus, narrowing down the fault to about 2-3 possibilities). We believe this can be a very

helpful starting point for operators.

3.7.7 Parameter calibration robustness

All schemes we consider have parameters that must be set (§ [3.5.2). We calibrated them
via simulations with known ground truth. What happens when these systems encounter
unexpected situations?

To test robustness, we trained each scheme on one environment and tested in a different
environment. (This is effectively a strong form of cross-validation where not only are the
train and test sets different, they are drawn from different distributions.) Specifically, we
created different types of differences between train and test, changing the (a) duration of
monitoring, (b) topology, (c) failure rate (training set has failed links with significantly
different drop rates), and (d) failure type. In particular, for (b), the schemes were calibrated
in our simulator with random packet drops, and tested on misconfigured queues in a 20x
smaller topology in our physical testbed. Table shows the accuracy in these cases, both
when the train and test sets are drawn from different distributions (“D”) and when they are
drawn from the same distribution (“S”). The table’s aggregate score column shows Flock
was fairly robust to parameter calibration in a different environment, with under 2% loss in
accuracy. 007 was also robust (6% loss) while NetBouncer was more sensitive (31% loss).

We also tested Flock’s parameter sensitivity, i.e., how precision and recall vary with per-
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Figure 3.8: (a) CPU usage at the collector, varying number of agents (b) CPU usage on the
agent for handling a single flow. D: cost of packet header dumping, A: cost of compiling
flow reports from packet headers.(c) agent CPU usage with many concurrent flows

turbations of its parameters. Accuracy remained high for many choices of parameters (fig-

ure [3.9a)).

3.7.8 Running time and scalability

Algorithm runtime: Flock’s main algorithmic innovation is its fast PGM inference com-
pared to Sherlock’s PGM inference. Fig. [3.6a]shows Flock’s inference is more than 4 orders of
magnitude of faster than Sherlock, whose runtime on a large network was estimated to be 19
days, based on extrapolating a partial run. Recall Flock employs two optimizations: greedy
and JLE. Fig. shows each of these optimizations alone yields a ~ 100x improvement
over Sherlock.

Fig. compares Flock to the non-PGM schemes. Flock is faster than NetBouncer on
the same input data. 007 is the fastest but its time savings (< 1 sec) does not trade-off well
with accuracy.

Agent /Collector: Our agent’s CPU usage for a end-host sending traffic grew linearly with
the data rate (see Fig and was < 2% of one core for a 1Gbps uplink and 10-15%
of a core for a 10 Gbps uplink. As can be seen from figure [3.8d, the resource usage was
independent of the number of flows. We verified that our multicore collector can handle
8K connections/sec from agents (see Fig . We tested this by launching several agent
processes that generate dummy flow reports to send to the collector . These results show
that the passive monitoring can be handled by an end-host agent and a centralized collector.
As other commercial solutions also exist [I7), [I§], we leave more optimized agent/collector

designs for future work.
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Figure 3.9: (a) Effect of changing p, and p,: intuitively, we expect precision to increase
when p, or py is increased, at the cost of reduced recall, which is confirmed by the figure
(b) Higher priors result in points to the right. Priors p resulted in a significant reduction in
false positives.

3.8 RELATED WORK

Many other works have studied fault localization in other contexts — for troubleshooting
reachability, black holes in IP networks [66, B39, 48] 97], virtual disk failures [98], performance
problems in distributed services [25, [74], [44] and application performance anomalies [96].
Some of these can benefit from PGM-based inference, accelerated via JLE. We leave this for
future work.

Detecting entire flow drops, for e.g., caused by a misconfigured ACL or a forwarding loop,
is challenging for end-to-end schemes (as noted in [90]), partly due to (un)available input
when paths are fully blocked. Other schemes such as NetSeer [103] and Omnimon [60] or
network verification [72, [64) 65], 43] are more suitable for this class of faults.

Several works orchestrate active probes for inference [67, (62, [71], 10T, 33, 57, 90, 13}, [50].
Flock can handle active probes and outperforms one such approach (NetBouncer). Addition-
ally, it can use passive data for accuracy gains. deTector [79], MaxCoverage [66], Tomo [39]
and Score [67] find a minimal set of components that explain most of the problems (e.g.
packet drops). We expect them to run into similar problems as 007, since they don’t ac-
count for traffic skew. Simon [47] reconstructs queuing times from active probes. This allows
it to diagnose high latency, but not silent packet drops. Packet mirroring [I04] can catch
packet drops that happen in the switch pipeline (e.g. congestion drops), but can not detect
silent interswitch or silent intercard drops. Flock is well suited to detect such problems.

Pingmesh [50] and NetNorad [I3] use active pings, but do not provide complete localization.
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[83] identifies anomalies among symmetric links in a Clos network using statistical tests. It

is sensitive to topology irregularity and requires path information.

3.9 PSEUDOCODE: JOINT LIKELIHOOD EXPLORATION AND GREEDY

Refer to Algorithm for a short summary of Flock’s inference algorithm and Algo-
rithm [3.3] for full pseudocode.

Algorithm 3.1 Flock inference: Greedy search with JLE (crux)

1: procedure GREEDYSEARCH()

2 current _hypothesis « ||

3 A = ComputelnitialDelta()

4 while max(A) > 0 do

5: link = argmax(A)

6: A = UpdateDeltaArr(A, current _hypothesis, link)
7 current_hypothesis.add(link)

8

return current hypothesis

procedure UPDATEDELTAARR(A, hypothesis, link)
10: new_hypothesis < hypothesis + [link]
11: for F in FlowsIntersectingWithLink(link) do

12: for 1 in F.links do
13: A[l] += GetFlowDelta(new _hypothesis, 1, F)
14: Al] -= GetFlowDelta(hypothesis, 1, F)

15: return A

Algorithm 3.2 JLE can be used to speedup Sherlock’s inference, with max concurrent

failures = K
1: best hypothesis = None

2: max_ likelihood = -o00
3: procedure SHERLOCKWITHJLE()
4: A = ComputelnitialDelta()
5: ExploreBranch(][], A, 0.0)
6: return best hypothesis
7: procedure EXPLOREBRANCH(current hypothesis, A, current_likelihood)
8: if current likelihood > max likelihood then
9: max_ likelihood = current likelihood
10: best hypothesis = current hypothesis
11: if current hypothesis.size < K then
12: for 1 in links do
13: new_hypothesis = current hypothesis.add(1)
14: new_ likelihood = current likelihood + All]
15: Ay = UpdateDeltaArr(A, current _hypothesis, 1)
16: ExploreBranch(new hypothesis, A, ., new_ likelihood)
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Algorithm 3.3 Flock’s Hypotheses search: Greedy with Joint Likelihood Exploration

1: procedure GREEDYSEARCH()

2 current _hypothesis < ||

3 A = ComputelnitialDelta()

4 while max(A) > 0 do

5: link = argmax(A)

6: A = UpdateDeltaArr(A, current_hypothesis, link)
7 current_hypothesis.add(link)

8 return current hypothesis

9:
10: procedure UPDATEDELTAARR(A, hypothesis, link)
11: new_hypothesis < hypothesis + [link]
12: for F in FlowsIntersectingWithLink(link) do

13: > these counters are a simple data structure trick to speed-up the subsequent for loop
14: old_counters = GetCounters(hypothesis, flow)

15: new_counters = GetCounters(new hypothesis, flow)

16: for 1 in F.links do

17: A[l] += GetFlowDelta(l, *new _counters)

18: A[l] -= GetFlowDelta(l, *old counters)

19: return A

20:

21: procedure GETCOUNTERS(hypothesis, flow)
22: paths failed < 0

23: num_ paths = dict()

24: for path in flow.paths do

25: if (PathFailedAsPerHypothesis(path, hypothesis)) then
26: paths failed++

27: else

28: for link in path do

29: num_ paths[link]++

30: return (paths_failed, num_paths|link], flow.paths.size(), flow.packets sent, flow.bad _packets)

31:

32: procedure GETFLOWDELTA(link, paths failed, num_ paths, n_flow paths, packets sent,
bad _packets)

33: bad paths = paths failed + num_paths|link]

34: return GetLogLikelihood(bad paths, n_flow paths, packets sent, packets dropped)

35:

36: procedure COMPUTEINITIALDELTA()

37: for | in links do

38: All] < 0

39: for flow in flows do

40: counters = GetCounters([|, flow)

41: for 1 in flow.links do

42: A[l] += GetFlowDelta(l, *counters)
43: return A

44:

45: procedure GETLOGLIKELIHOOD(bad paths, n_flow paths, bad packets, packets sent)
46: good packets = packets sent - bad packets

47: log_likelihood = bad _paths * pow(p,, bad _packets) *

48: pow(1 - pp, good packets)

49: good paths = n_flow paths - bad_paths

50: log _likelihood += good_ paths * pow(p,, bad_packets)

51: * pow(1 - pg, good_ packets)

52: log likelihood /= n_flow paths 71

53: return log_likelihood




3.10 PROOFS

If the topology, flow statistics and path taken for each flow are chosen arbitrarily, then

finding the MLE for such adversarial inputs, unsurprisingly, is NP-hard.

Definition 3.4. Define adversarial inference as inference when the input is arbitrary, con-
sisting of topology, flow metrics with arbitrarily chosen source and destinations, paths and

arbitrarily chosen flow metrics (packets sent/dropped).

However, we can make the following assumption, in the context of packet drops, to alle-
viate intractability for adversarial inputs: for each link, there is a (unknown) ground truth
drop probability. Rather than adversarially, each packet crossing that link is dropped in-
dependently according to the drop probability of the link. First, we prove that adversarial

inference is NP-hard.
Theorem 3.3. Adversarial inference is NP-hard.

Proof. We reduce the problem of finding a minimum vertex cover in a graph to the adversarial
inference problem. For the proof, we will design an algorithm for min-vertex cover that makes
polynomial number of accesses to an oracle O4! for adversarial inference.

Let’s say, we're given a graph G = (V, E) where V is the set of vertices and E is the set
of edges and our goal is to find a minimum vertex cover in this graph. We create topology

T for OAL as follows-

e We create “vertex’-nodes n! and n? in T for each vertex v € V and attach them with a
directed link I,: (n! — n?). Note that all vertex-nodes in T have exactly one link, either

incoming or outgoing.

e For each edge e € F, we create an “edge"-flow f., where f. goes through links (I,, and
l,,), where vy and vy are the endpoints of e. In order for this to be a legitimate path, we

connect the endpoints of (,, and l,,) to a special node.
e For each link [ in 7, we create a “link"-flow f;. going through just link [.

Finally we need to assign each flow, some number of packets sent and dropped. We first
derive an expression for the return value of oracle O47. The output of O4! is a binary
assignment to links in 7 where we interpret a value of 0 as that link being failed and 1 as
the link being up. Let E7 be the number of links in 7 and %ﬁ‘ = HlePath(f)l denote the
status of the path taken by flow a f with 7}4:0 being path failed and 1 being path not failed.
Recall that a path is deemed to be failed if it contains at least one failed link. For flow f, if
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n and 7 be the number of packets sent/dropped by the flow respectively, then the likelihood

for flow f can be written as:

PIfIH = {l,bo, o Uy} ViPp (1 —pg)™ "+ (1 =)y (1 —pp)" " (3.8)

P[f|l1 = ]_,lg = ]_, lET = 1] pg(]_ _pg)n—r ’

py(1 —pb)"r< A(Py(L—=Dpg)" " )

=—F— |1+ | =1 3.9
Pyl —pg)"" d <p’”(1 —pp)" " > (39)

Qaf +1 '

1+« l
_ ( leePath(f) ) (3'11)
agf +1

pg(1—pg)"~"
py(1=pp)="
oracle OA then returns

where, ay = —1 € (—1,00) is a constant for flow f irrespective of H. The

arg max H P[f|H] = arg max H (1+ay H 1) (3.12)

HE{0,1}PT pious He{0,1}5T £igows lePath(f)

Where [ is the status (0/1) of link [ as per hypothesis H. Given the above expression,

we set the number of packets sent/dropped for all flows in the following way

1. For all edge-flows f., we set n, r: the number of packets sent/dropped such that
1+ ay, = & where C >> 1.

2. For all link-flows f; where [ is connected to a special node, we set n, r: the number
of packets sent/dropped in such a way that if [ is connected to a special node, then
1+ay, = 1+C. This ensures that O will always assign a label of 1 to a link connected

to a special node (recall that 1 denotes the link being up).

3. For all link-flows f; where both endpoints of [ are connected to vertex nodes, we set
n, r: the number of packets sent/dropped such that 1+ ay, = 1+ € where € is a small
number > 0. This assigns a small cost of assigning a label 0 to a link in 7 whose both

endpoints of [ are connected to vertex nodes.

The vertex cover is obtained by simply picking vertices in G corresponding to links in 7
that are deemed as failed by O4!. Conditions and above ensure that only vertex-
links will be classified as failed by O4!. Conditions and ensure that the result set of
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vertices will cover all edges. Condition (3)) ensures that the resultant vertex cover will be of
the smallest size. QED.

Theorem 3.4. For any topology with (1/«a)-skewed traffic, Flock’s inference returns the set
of all failed links if the number of failures is < «/2 with high probability, the number of
packets T,in crossing every link is larger than a certain threshold, and the drop probabilities
are < py on all good links and > p, on all failed links where (py, py) satisfy the condition
opg < pp < 0.05.

The condition T,,;, > Ty ensures that the effect of variance in the number of packets
dropped by a link is small. Theorem holds for a wide range of values of p, and pj, (see
lemma [3.1)).

Proof. If 4" be the 0/1 status of the path taken by flow f as per hypothesis H (0 being
that the path has at least one failed link as per H and hence is labeled as failed), we can

express the (normalized) log likelihood for a flow given a hypothesis as follows

logP[f|H = {l1,ls, ... 1,}] —log P[f|lh = 1,ls =1, ... l,, = 1] (3.13)
= log (vf'py(1 = pg)" "+ (L= v )ph(1 = py)" ") — log (P (1 — py)" ") (3.14)
= (1—fyf)(f‘log%:—l—(n—r)log—g:zib (3.15)
(=G ) = (L= PN ) .10

i=0
= (1-)X(f H) (3.17)
where \ = log% and u = log 8:2;2)) log g’;((ll:zz; are constants and b; is a binary

variable which is 1 if the i*" packet of the flow was dropped and 0 otherwise. One can
check that p, < p < p, for any 0 < p, < p, < 1 by taking partial derivatives or using a
plotting tool. Note that we can simply ignore the constant A for the purpose of log likelihood
maximization. If the maximum allowed drop rate on a correctly working link be p* and the
maximum path length for the given topology be k, then we set p, > kp* so that for any flow
f that does not go through any of the failed links , (p; — ) < 0, where p; is the packet
drop probability of the path taken by f. We show the following lemma which holds for any
reasonable settings for p, and p, for the purpose of detecting packet drops. The expected
value of the X (f, H) is given as
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BIX(f.H)) = B[N Y (b~ )] (3.18)

=0
=\ E[(bi — p)] (3.19)
i=0
— by — ) (3.20)
lo (1-pg)
Lemma 3.1. If u = % and 5p, < py < 0.05, then 0 < p, < p < 2u < py
10g 4o tT=pp)

Lemma [3.1] can be seen by taking partial derivatives or via a numerical plotting tool.

Lemma 3.2. If p; denotes the drop probability of link 1, Ly = {l1,ls, ...l } be the links in the
path taken by flow f, ps denotes the drop probability of the path Ly and H* denote the set

of failed links, then (py — p) < Z(zeH*mLf)pl

Proof. For any l; € Ly, we have-

pr=1-((1=pu)(1=p). u—ma) (3:21)
=1-(1-p, < (T —py)- (L =p,,)(1 PZZH) (1- plk)) (3:22)
=1 (0 =p)- (=)A= p ) (1= 1)) (3.23)

o (=) (U= )= i) (1= 1)) (3.24)

<1 ((1=py)- u—phJu—pmeu—pm)+ﬂ (3.25)

Applying the same argument recursively for all links in H* N Ly, we get:

pr—p=1—1—p, )1 —py)...(1 —py) — p (3.26)

<(1- II a=m)-nr+ ¥ » (3.27)

leL\H* (leH*NLy)
< > p (3.28)
(IleH*NLy)

The last inequality follows from the fact that (p; —p) < 0 for a path consisting of only good
links. This completes the proof of lemma QED.

Consider the set of hypotheses with single link failures- say S;. We first show that H,, =

arg maxycg, L(H), corresponds to a failed link as T’,;;, — 0o which in turns implies that the
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greedy algorithm succeeds in picking a failed link in the first iteration. Let H; € S; denote
the hypothesis {l} where [ is a good link in the topology, F'(l) is the set of flows that go
through the link [, ny is the number of packets sent by flow f and p; as before is the ground
truth drop probability of the path taken by f. We have,

E[LL(H)] = Y E[X(f,H)] (3.29)
fer()
=Y nylpy— (3.30)
feFQ)
<> np > e (3.31)
feFr() I*€H*NL;

=> D> e (3.32)

I*eH* feF()NF(I*)

=Y pe T (3.33)

IeH*
1
<) ~ (1) (since VI* € H*,1 #1%) (3.34)
I*eH*
1
< - *
<Y LS 53
FeH* T F(1%)
1
< —_— * ] *
<> = D n2pe—p)  (since 2u <prr) (3.36)
I*eH*
2
<= > np(py — p) (3.37)
FeH*  F(I*)
2
== N E[LL(H)] (3.38)
“ ien-
< arg maxE[LL(H,)] (since |H*| < a/2) (3.39)
lcH*

This shows that the greedy inference algorithm will pick a failed link in the first iteration,
say l. Greedily picking the link that maximizes the log likelihood of the hypothesis {/;} is
equivalent to deleting all flows crossing [, and the link [; itself from the input for analysis for
subsequent iterations. Hence, the same proof about iteratively picking a failed link works
for subsequent iterations if we ensure that the traffic-skew is maintained after deleting [y
and all flows crossing it.

For any pair of links Iy, I3 # I3, we have T'({ls,13})/T({l>}) < L. Let’s say that the number

of packets crossing link Iy is 7"({l2}) after we delete [; and all flows crossing ;. Then we
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have,

T'({l3,13}) < T({ls,13})

T({k) T T'({k}) (3.40)
T({l,13})
T({l}) — T({l,1o}) (3.41)
T({l2,15})
= (1 —=1/a)T({l2}) (3.42)
o i 1 (3.43)

Thus, for subsequent iterations, after deleting l;, traffic is 1/(a — 1)-skewed and the number
of failures is a/2 — 1 in the deleted graph. The same argument as before shows that the
greedy algorithm will pick a failed link in every iteration as long as there is at least one

failed link not in the current hypothesis.

Stopping Criteria: Finally we need to show that once all failed links are picked, the greedy
algorithm will halt. This happens when LL(H,;) < 0 for all [ not in the current hypothesis.
Note that the input to log likelihood computations in the current iteration is the topology
obtained after deleting all links in the current hypothesis and all flows crossing any of those

links. As before we have,

EILL(H)] = Y EX(f,H)] = 3 nlp; —n) (3.44)

feF() fer()

Note that for a path with all good links, py — u < p, — p < 0. Hence, E[LL(H,)]
is bounded away from 0 towards —oo. Since, LL(H;) is the sum of independent binary
variables corresponding to packets each of whose expectation is < (p, — p) < 0, applying
Chernoff bounds followed by a union bound for all links shows that LL(H,;) < 0 for all links
[ with high probability. This completes the proof of Theorem QED.

3.11 SUMMARY

Flock is a fault localization system for large datacenter networks based on end-to-end
information. Flock’s key innovation is an optimized MLE inference algorithm which allows
it to use a PGM at scale, achieving both high accuracy and speed, where past work achieved

only one of the two.
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CHAPTER 4: DIAGNOSING GREY FAILURES VIA MICRO-ACTIONS

4.1 INTRODUCTION

Datacenter networks experience significant downtime due to silent gray failures [59]. For
instance, a flow could be getting dropped due to a wrong or a corrupted routing table entry
at a faulty switch [50] (commonly known as a ‘network black hole’). Or a switch might be
silently dropping a small fraction of the packets [90] resulting in poor observed performance
for some flows. Locating the fault given observed performance symptoms is hard in a Clos
network with several symmetric paths and limited visibility inside the datacenter.

Effective diagnostic tools [103, 60, 88| for grey failures have been designed for pro-
grammable switches which provide increase visibility into the network. However, pro-
grammable switches have not been generally deployed (< 13% estimated adoption in
2023 [52], see also [5]) and most enterprise/cloud networks primarily comprise of traditional
switches. Even if they are used in some datacenters, they might be deployed limitedly.
For these reasons, designing effective diagnostic tools for non-programmable switches is an
important research objective.

In practice, then, troubleshooting grey failures happens roughly as follows, in two stages.
First, operators can collect passive monitoring data, which is the most practical and com-
monly available telemetry with network monitoring tools. Normally, this passive telemetry
contains only end-to-end statistics about flows (e.g. retransmissions, latency etc.) and not
the path taken by flows. Clos networks with several ECMP multipaths pose a problem in
disambiguating symmetric links with passive monitoring, since the path is obscured (see
figure . Previous automated fault localization based on passive monitoring [50] 54, [13]
can only localize the problem to a relatively large set of components such as a tier or a pod
of switches and indeed, symmetries in the network mean it is not possible to always localize
faults completely. Thus, regardless of whether the operator is manually inspecting passive
flow telemetry or using a more automated method, this stage will often still result in a large
set of potential culprits.

Second, since the fault typically can’t be localized with passive telemetry alone, operators
must troubleshoot manually, often via ad-hoc modifications to the network. For example,
working with the set of potential culprits that remains after inspecting passive monitoring,
the operator may disable a suspect link, reboot a router, or change routing rules for select
flows, in the hope of finding the fault. Locating the fault via this manual exploration, one

component at a time, can be time consuming (even occupying a period of weeks, according
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Figure 4.1: Symmetric links in a Clos topology make it very hard to localize faults
completely. Consider a failure scenario where several flows from src — are getting
dropped due to a network “black hole” at one of the core switches (C1 — C6). It’s
impossible to distinguish between C1-C6 without knowing the exact ECMP path taken by
the flows. Two such ECMP paths are shown: any flow that can possibly take one path can
also take the other.

to our discussions with operators). Furthermore, invasive changes can introduce risk, e.g.,
leading to insufficient capacity for some traffic [105, [75] or routing policy violations.

Our goal is to design practical tools to enable accurate localization for grey failures in
datacenter deployments. For increased applicability, we restrict ourselves to telemetry from
passive monitoring for non-programmable switches since that is the most common envi-
ronment. To accomplish our goal, we propose a new method of diagnosing network grey
failures— by iteratively making a small, but carefully planned sequence of micro-actions to
the network that otherwise operators take in an ad-hoc way and then running automated
inference to analyze the effect of those changes to localize the fault. These micro-actions
are lightweight, and might include removing a path from the set of ECMP paths for some
select flows or modifying ECMP weights or adding a custom route for some specific (source,
destination) host pair.

There are two challenges in designing a diagnostic tool based on the above approach. One,
how do we algorithmically decide what sequence of micro-actions would aid localization while
minimizing the number of steps, without actually rolling out the changes? And two, what
inference algorithm should we use to localize the fault using the combined telemetry from
all the steps?
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We design and prototype a diagnostic tool for network black-holes called FaultFerence,
that generates a short sequence of micro-actions, from a menu of allowed changes, using
an algorithm that minimizes the number of changes via topological analysis of the network
(§ . FaultFerence then combines passive monitoring telemetry from all the micro-
action steps and runs a Bayesian inference algorithm [54] to produce the faulty component(s).
In our experiments, FaultFerence was effective in localizing the problem to 2 or fewer com-
ponentd™¥in > 98% of cases, while reducing the number of micro-action steps by 2.1x from
19 to &~ 9 on average, compared to a baseline semi-automated scheme.

Overall, our results show that utilizing micro-actions is a promising and practical approach
to localizing grey network failures using passive monitoring. Our work opens opportunities
to design other practical tools to detect various problems such as high latency [83] and silent
packet drops [90] in real deployments. It also opens the possibility of designing systems that
take advantage of even less intrusive micro-actions (e.g. modification in ECMP weights,
packet mirroring for a small subset of packets), whose effects would ordinarily be too subtle
for an operator to manually interpret but which an automated inference algorithm can make
sense of. Via use of passive monitoring, we believe this line of work can have real impact for
network management in datacenter deployments. We plan to make our code available open

source post publication.

4.1.1 Motivation

A grey failure occurs when a faulty component does not directly report that it has
failed [59]. Examples of grey failures include silent packet drops because of corruption
in TCAM forwarding table entries [66, 104], a misconfigured switch causing high la-
tency [104, 83|, inter-switch or inter-card drops [103]. Grey failures are very challenging
to detect, requiring multiple hours or even days [104] for diagnosis. For e.g., silent packet
drops constituted 50% of faults that took > 3 hours to diagnose in [103].

Past works have designed tools to help troubleshoot network grey failures. Tools such
as Omnimon [60], FANcY [73] and NetSeer [103] use programmable switches to gain more
visibility into the network. For instance, to track dropped packets, NetSeer runs a packet
sequencing protocol in the programmable switches” hardware, across all links. These tools are
effective in diagnosing grey failures. However, programmable switches have limited adoption
(<13% estimated adoption in 2023 [52]) and are not universally deployed across the fleet in

most datacenters. Tools such as Everflow [104] use packet mirroring to track the path of

18With the micro-actions we considered, fundamentally it wasn’t possible to narrow it down to less than
2 components in some cases.
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some packets. Everflow can work with non-programmable switches, but has low coverage of
failure events with sampling (<1% coverage [103]). Everflow is not scalable if mirroring is
enabled for all packets.

Another set of tools run active probes and collect measurements about those probes, op-
tionally employing source routing for the probe packets [90] 24, 57]. Sending active probes
may have extra overheads, at the end-hosts and the network. (In our discussions with op-
erators, the greatest concern is running probes on end-hosts since even very small amounts
of interference with customer workloads is highly undesirable.) More importantly, active
probes may fail to reproduce failures since they take a different data path in the switch rout-
ing table than the application traffic [90]. For instance, while packets belonging to regular
traffic might be getting dropped at a device due to a corrupted TCAM table entry [104], the
probe packets invoking some other uncorrupted table entry may not get dropped.

The most practical and commonly available form of telemetry comes from passive moni-
toring of application flows. Designing automated fault diagnosis tools for this telemetry is
therefore an important research goal. With passive monitoring, the system tracks flow-level
performance and reports flow metrics such as retransmissions, flows dropped, packets sent,
etc. Usually, the topology is also known and one can obtain the paths that a flow from a src
host to a dst host can take. Note that datacenters employ ECMP to balance traffic for any
(sre, dst) pair among several shortest paths. The exact path taken by flows is however hard
to obtain with passive telemetry. As a result, multipath ECMP routing poses a problem for
fault diagnosis with passive monitoring. We illustrate this with an example.

Consider the failure scenario in Figure where a significant fraction of flows for a par-
ticular (src, dest) pair are getting dropped because of a network “black hole” [50] at one of
the core switches (C1 — C6). Because of symmetry, it is impossible to distinguish which core
switch (C1-C6) might be dropping packets without knowing the exact ECMP path taken by
the flows. Obtaining the path taken by each flow is hard in real deployments as the path is
decided in real time via hashing on the packet’s 5-tuple (src ip, dst ip, src port, dst port,
protocol) with a time-seeded hash function chosen by the device vendor and not generally
known. Such symmetries can exist even in irregular topologies and multiple devices in the
path set for (src, dest) might fall in the same equivalence class.

Thus, for passive telemetry with path uncertainty [50} [54] (exact path taken by a flow
is unknown, the set of possible paths is known), existing fault localization tools can only
partially localize the problem to a relatively large set of components (e.g. tier, switch pod)
because of classes of indistinguishable links. In the absence of good automated diagnosis
tools, network operators then have to resort to haphazardly making temporary micro-actions

in the hope of learning something from the monitoring telemetry to diagnose the fault. These
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Figure 4.2: System diagram of FaultFerence

micro-actions might be rolled out for select traffic and can be of various types- taking down
a link, modifying ECMP weights, installing custom routes, packet mirroring, etc.

Rolling out such micro-actions in an ad-hoc way can have undesired consequences. First,
localizing failures by manually making sense of the micro-actions can be time consuming,
requiring several tries which can additionally increase invasiveness of the diagnosis procedure.
Second, relying on a human to decide on what micro-actions to make can be unsafe. For
instance, turning off a link, even for select traffic, can reduce the capacity between two hosts
beyond what’s acceptable when some links in the network are already turned off because of
previously identified faults [105]. It is easy for an algorithm to check for policy and capacity
violations before making a micro-action.

Thus, it is desirable to have a diagnostic approach for localizing network faults based
on passive monitoring that systematically makes micro-actions that otherwise the operators
would have taken in an ad-hoc way. Such an approach can optimize the number of micro-
action steps required for accurate localization, thereby reducing diagnosis time and making
the diagnosis less invasive than a manual procedure. Finally, using automated probabilistic
inference also allows us to make use of less invasive micro-actions (e.g. changing ECMP
weights for some flows) that humans would generally find difficult to reason about in a

manual workflow.
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4.2 DESIGN

The first step of FaultFerence’s diagnosis is running inference over monitoring data from
the unchanged network. In this step, FaultFerence localizes the fault to an equivalent set (S)
of devices. It then (1) estimates what sequence of micro-actions to roll out to ensure good
localization within S, in a few steps (without actually rolling out the changes). Once the
micro-actions have been rolled out (and unrolled back) (2) FaultFerence’s inference algorithm
ingests the passive monitoring telemetry from all steps and runs inference on the combined
telemetry and localizes the fault, running more iterations of micro-action steps if required
(looping back to (1)). Figure [4.2|illustrates the FaultFerence system. We describe the design

of these parts next.

4.2.1 Generating sequence of micro-actions

Information about packets transiting a slightly different set of paths can reveal information
about the location of the network fault. But what kind of micro-actions will (a) aid fault
localization and (b) minimally affect production traffic? We first discuss what type of micro-

actions can be useful and acceptable.

4.2.1.1 Types of micro-actions

Clearly, (b) requires careful design so as to not bring down network capacity or harm
otherwise performant flows or cause routing violations. For instance, one strategy could be
to temporarily take down a single link to block certain routes to check if that fixes this
problem. However, taking down an entire link can be an expensive operation (in terms of
time and traffic impact) since it requires draining the links of all their current traffic and
then the distributed routing protocol to re-converge to a new routing state.

Our current prototype incorporates two types of micro-actions- (1) Temporarily taking
down paths, that include a particular link, for the problematic (src, dest) pair (as in fig-
ure [£.1). and (2) modifying ECMP weights for paths for the problematic (src, dest) pair.
Both of these micro-actions are less expensive than completely taking down a link since
(a) only a small subset of traffic is affected and (b) the routing protocol does not need to
re-converge.

For the type of micro-actions discussed above, how do we generate the sequence of micro-
actions to be rolled out to the network? We discuss an example before describing the concrete

algorithm.
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Figure 4.3: FaultFerence’s micro-action sequence generating algorithm: without any
micro-actions, there are 6 devices (D1 - D6) any of which might be faulty. After
micro-action M1, we estimate that the faulty device can be localized to one of the two sets
(shown in blue and green). Similarly, for micro-actions M2 and M3, we estimate the
“equivalent” sets after they will be rolled out (without actually doing so). We estimate that
the faulty device can be localized to one of four sets (shown in blue, orange, red and green)
after M1, M2, M3. Using this procedure, we measure how good is the sequence M1, M2,
M3 by computing the expected size of the “equivalence class” of faulty links at the end.

In our running example from Figure 4.1, one option is to add a temporary high priority
rule at switch R1, so that packets for the problematic (src, dest) pair do not get forwarded
to A3 from R1. If the problem persists after this change, then switches A3, C5, C6 and A6
can be ruled out. If not, then one of A3, C5, C6 and A6 is likely to be the faulty switch.
We could repeat the same for switches A1 and A2, by installing rules at R1 so that packets
for (src — dest) do not get forwarded to A1 and A2. This gives us a series of micro-actions
to carry out, first for A1, then for A2, then for A3.

Using the above procedure, say we narrow down the faulty device to {A3, C5, C6, A6}.
To localize the problem further, we can employ a series of micro-actions at the aggregation
layer (A3 and A6) and then at the core layer (C5, C6). Adding a rule at A3 to avoid C5 can
rule out C5. C6 can be ruled out similarly.

In general, how do we generate a sequence of micro-actions for any topology and problem?
If we assume a perfect Clos topology with perfect ECMP-based routing, then the series of
steps is similar to the above example, first we eliminate switches by installing a rule in the
ToR switch, then installing similar rules in the aggregation layer switches. But real world
topologies have irregularities. Hence, we design an algorithm to generate the micro-action

steps automatically given an arbitrary topology. We describe this algorithm next.
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Figure 4.4: Experiments showing (a) how FaultFerence localizes the fault in a small
number of micro-action steps, (b) how FaultFerence enables diagnosis of failure scenarios
that traditional fault localization is unable to diagnose via passive telemetry and (c) how
the set of potential culprits reduces with the number of steps with FaultFerence.

4.2.1.2 Algorithm to generate micro-action sequence

Assume that before any micro-action, we know that one device from the set S =
{D:, D,, ... D,} is faulty, via the initial analysis. We want to decide a sequence of micro-
actions to roll out to the network that will narrow down the failure further. We assume that
the network topology is known but it may be arbitrary. To do so, first, we describe a way to
evaluate how good a given sequence of micro-actions, say My, My, M3 is (without actually
rolling them to the network). Here, an example of a possible micro-action could be adding
a rule at R1 to avoid A3 for packets corresponding to a particular (src, dest) pair.

We try to estimate how would the set S of faulty devices get narrowed down after each
of the micro-actions M;, My and M;5. To do so, we estimate which paths the flows would
take after a micro-action (say M), and which sets of devices can be differentiated based on
that. This would effectively give us “equivalent sets” of faulty devices such that if we were
to roll out Mj, we will be able to localize the fault to one of the equivalent sets (refer to
Figure , depending on where the fault actually lies.

Once we have the estimated equivalent sets corresponding to each micro-action
(M1, M2, M3), we take the intersection of all the equivalent sets to get final equivalent
sets (as shown in Figure . This procedure tells us that after carrying out M1, M2, M3

separately one by one, we should be able to localize the problem to one of the equivalent
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sets using monitoring information obtained from each of those steps.

Finally, to quantify how good a sequence of micro-actions My, M, M3 is, we assign an
information theoretic score to the final equivalent sets. Let’s say there were n devices, any
one of which could be faulty. If those n devices are partitioned into equivalent sets Sy, Ss...5%

after My, My, Ms, then the score is given as:

O ISi| 1S
Score([My, My, Ms]) =) =" log — (4.1)

- n n
=1

We define the score in this way since it represents the information contained in the equivalent
sets S, 52...5% 3.

We generate the sequence of micro-actions by greedily picking the best micro-action at any
given step, that maximizes the information-theoretic score of the equivalent sets obtained
after rolling all the micro-actions till now.

Finally, FaultFerence terminates when it has localized the fault to a set of components and
it is unable to localize it any further (when the equivalence class of faulty devices remains

unchanged in 3 consecutive steps).

4.2.2  Analysis Algorithm

How do we analyze the monitoring data obtained after each modification? One option is
to examine the telemetry manually for instance, by looking at the dropped flows. A more
principled approach would be to reason about this algorithmically. We can use a suitable
fault localization algorithm that handles telemetry for passive monitoring, such as Flock [54]
or Score [67]. We use Flock with passive monitoring in our prototype as its Bayesian inference

via PGMs achieves high accuracy. We calibrated Flock’s hyperparameters as done in [54].

4.3 EVALUATION

4.3.1 Setup

Network simulator: We use the Python datacenter simulator from [54] which outputs a
trace consisting of flow metrics (packets sent, retransmissions, flow-dropped?) for an input
network topology and traffic. We use standard uniform traffic with Pareto-distributed flow

sizes (mean 200KB) [21I] to mimic irregular flow sizes in the datacenter.

86



FaultFerence prototype: Our current implementation of FaultFerence talks to the sim-
ulated datacenter (see figure , generating micro-actions to the topology and collecting
measurements from the simulator with the new topology after a micro-action is rolled out.
We implemented FaultFerence’s sequence generating algorithm described in §[4.2.1.2] Fault-
Ference then runs Flock’s inference algorithm on the aggregated measurements from all
micro-action steps to find an equivalent set of faulty devices. Depending on whether the
failure has been localized or not, it can rerun the sequence generating algorithm to get
another sequence of micro-actions.

We consider two types of micro-actions - (a) disabling a link for some specific (src, dst)
pairs and (b) changing ECMP weights for some specific (src, dst) pairs. For each micro-action
step, FaultFerence runs the simulator with the updated topology to generate performance
reports of 2000 flows.

Topologies: We use the standard 3-layer Clos topologies (FatTrees) [20] with different sizes
(with K=10, 12, 14 and 16). For all topologies, we use an oversubscription of 3 at the ToRs.
Failure scenarios: We consider the problem of detecting network black holes at a switch [50]
where the faulty device drops all packets from a particular source to a destination host. We
randomly choose the faulty device, the source host and destination host for the fault. For
diagnosing black holes, Flock requires information about which flows got dropped and which
ones where successful.

Baseline: To the best of our knowledge, we are not aware of any scheme that iteratively
narrows down a fault using micro-actions. Hence, for the baseline we considered what an
intelligent operator might do. The operator begins with all set of links in the ECMP path
set for the problematic (src, dst) host pair. Then, they randomly remove a link [ from that
path set to check whether that makes the problem go away or not. If the problem does not
go away, they can eliminate [ and any link that participates in paths that all have [ (call
this set L.). If the problem goes away after removing [, they can narrow down the problem
to L.. This constitutes one step of the diagnostic procedure. Then, on the reduced set of
links, the operator repeats the procedure till the problem can not be localized any further
(when the equivalence class of faulty devices does not change for 3 consecutive steps).
Metrics: We quantify the number of micro-action steps required by FaultFerence for diag-
nosis. The number of steps directly translate to the diagnosis time and the impact caused by
the micro-actions in the datacenter. We also use precision and recall to quantify accuracy
of the diagnosis procedure. Precision is the fraction of predicted failed devices that actually

failed and recall is the fraction of failed devices that were correctly predicted as failed.
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4.3.2 FaultFerence vs Operator

4.3.2.1 Number of steps

As discussed in §[4.2.1.2] FaultFerence improves the time taken to diagnose the faulty link
by rolling out a carefully planned sequence of micro-actions. Figure [4.4alshows the number
of steps taken by the Operator baseline and FaultFerence over different topology sizes to
diagnose the fault. For this experiment, we used micro-actions that remove a link from the
ECMP path set of a particular (src, dest) host pair. As figure M shows, the number of
steps for FaultFerence grow slowly while the number of steps for the baseline grows roughly
linearly with the topology scale. This highlights the benefit of using FaultFerence’s algorithm
to plan a small sequence of micro-actions. Note that a smaller number of steps translates to

reduced diagnosis time and reduced impact on the network from the changes.

4.3.2.2 Recall

FaultFerence had a recall of 98.7% among the 80 runs across all the topologies. On the
other hand, the operator baseline we implemented is guaranteed to have 100% recall. Note
that any probabilistic inference algorithm will make some mistakes and some inaccuracy is

expected because of that.

4.3.2.3 Precision

Figure [£.4b] shows FaultFerence’s precision for localizing the fault. For comparison, we
have also shown Flock, which does not make any micro-actions and hence relies on telemetry
from the unchanged network. Flock had a precision of 0.022 for the largest topology in our
experiments. This leaves a lot of work to the operator, requiring them to localize the fault
from > 40 devices. In comparison, FaultFerence narrowed down the fault to 1 or 2 devices

after a few micro-actions.

4.3.3 Changing ECMP weights for diagnosis

Similar to disabling the link for a particular (src, dest) host pair, another type of micro-
action could be to modify the ECMP weights at a device for the (src, dest) pair. Such
changes are typically hard for the operator to reason about or use while debugging since
it requires some form of statistical inference. Using probabilistic reasoning of Flock allows

FaultFerence to use less invasive micro-actions like modifying ECMP weights. Figure
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shows how FaultFerence reduces the size of the equivalence class of faulty devices with the
number of micro-action steps. Overall, with this type of micro-action, FaultFerence had a

precision of 0.41 and recall 1 at the end of the diagnosis procedure.

4.3.4 Running time

There are two sources of runtime complexity for FaultFerence. First, the data collection
time when the micro-actions are temporarily rolled out and monitoring telemetry is gathered.
This depends on the traffic load and the reporting interval of the monitoring system. We
estimate that the data collection time should be in the order of a few minutes per micro-action
step. The second source of runtime are the FaultFerence’s sequence generating algorithm
and the inference algorithm. Combined, they took < 30 seconds with 8 cores in our current

implementation, but there’s room to optimize it further.

4.4 RELATED WORK

Systems that make network changes: Swarm [75] explores mitigations for an already
identified fault and can be complementarily used with FaultFerence. It automatically checks
for capacity and policy violations, which can also be used for FaultFerence. We leave this
for future work. NetPilot [93] takes a trial and error approach to failure localization, trying
out operator actions to mitigate the fault. Unlike FaultFerence, it does not use automated
inference for localizing the failure and thus might require a significantly longer duration to
diagnose the fault. Corropt [105] takes as input, links with high packet corruption rates,
and takes actions to mitigate the failures, while ensuring a threshold capacity. Unlike Fault-
Ference, it does not run inference to localize the failure or generate a sequence of changes
to roll out to the network.

Other failure inference systems: Prefix [99] learns patterns from syslogs to predict future
failures. This is a different approach to mitigating the effect of failures, but does not help in
diagnosing known issues. deTector [79] uses a greedy heuristic for computing a small number
of links that explain the probe losses analogous to MaxCoverage [66]. It plans the set of active
probes to send, but does not plan for changes to make to the network. SwitchPointer [89]
proposes an in-network scheme for fault diagnosis. However, it is unsuitable for today’s
networks as it requires intrusive changes to the network hardware. LightGuardian collects
per-hop flow-level information for all flows using a lightweight mechanism that embeds a

small data structure into the packets. However, LightGuardian relies on programmable
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switches and thus falls outside our goals.

4.5 LIMITATIONS AND FUTURE WORK

Our work opens new research directions to explore-
New types of micro-actions: Our current prototype explores two micro-actions — delet-
ing routes or modifying ECMP weights for certain source-destination pairs. Exploring other
changes, such as adding new routes or selective packet mirroring [I04] are promising di-
rections for future work. Another interesting direction could be to design even less invasive
micro-actions, that possibly are too subtle for an operator to make sense of, but can be
reasoned about using an algorithm (e.g. very minimal change in ECMP weights).
Failure scenarios: Our prototype dealt with network black holes. Similar techniques can
also be applied to diagnose other failure scenarios such as high latency [83], silent packet
drops [90] or load imbalance [104].
Beyond Clos topologies: We evaluate FaultFerence on Clos topologies which have a high
degree of symmetry. It can be even more beneficial for irregular topologies, where it would be
harder for the operator to manually reason about the topology to come up with a sequence
of micro-actions.
Beyond datacenter networks: We focused on datacenter networks; it would be important
future work to explore diagnosis tools for WAN and IP networks based on the idea of micro-
actions.
Failure diagnosis in other domains: Automated diagnosis among several components is
a challenge in several distributed systems e.g. diagnosing high service times in a distributed
application [30]. Employing the approach of making micro-actions to the system to aid
failure inference can be a promising direction to design effective failure diagnosis tools for

such systems.
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CHAPTER 5: CONCLUSION AND FUTURE WORK

In this thesis, we described our work in designing systems, models and algorithms for
root cause analysis that can handle the complexities of modern distributed and networked
infrastructure such as scale, complex inter-dependencies between entities and the coarse
grained nature of commonly available telemetry in real environments. To do so, we designed
probabilistic graphical models (PGMs) designed specifically for the troubleshooting task at
hand, along with custom-designed inference algorithms to handle scale and other challenges
of that environment.

In Murphy, we designed a Markov Random Field (MRF) based model to predict causality
between entities. Murphy’s MRF model precisely captures the weak non-causal dependency
information between entities, which leads to a more accurate analysis. The input monitoring
data that Murphy utilizes is universally present in most networked systems, making Murphy
applicable in a lot of environments. To handle the large scale of our environments comprising
many entities, we introduced a counter-factual reasoning algorithm for MRFs, that looks at
a small set of entities that are likely going to be relevant for root cause analysis. Using
simulations and a real world dataset of incidents, we showed that Murphy outperformed
previous approaches for reasoning about performance-related incidents.

In Flock, we designed a Bayesian network to infer hidden information about devices in a
datacenter network such as the number of unaccounted packet drops. The Bayesian network
model was able to capture the complexities of the environment such as the lack of knowledge
of paths taken by flows in a datacenter. A well-known problem associated with inference via
Bayesian networks is their intractability for large problem sizes, such as in a datacenter. To
alleviate this problem, we designed algorithmic techniques to speed up inference in discrete-
valued PGMs that led to up to four orders of magnitude faster inference over previous PGM-
based solutions. Using extensive experiments in simulation and testbed, we demonstrated
the benefits in inference accuracy due to PGM-based modeling, over previous datacenter
fault localization schemes. Our algorithmic techniques to scale up inference were critical in
unlocking these benefits for large datacenter networks.

In FaultFerence, we designed a closed loop fault localization system for datacenter net-
works consisting of symmetric components which all perform the same function. In envi-
ronments where the path taken by flows is unknown, it is impossible to distinguish between
sets of symmetric devices using monitoring data from end-hosts. FaultFerence runs itera-
tions of inference followed by microactions that very slightly tweak the state of the network.

FaultFerence’s inference is based on a Bayesian network model (such as the one used in
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Flock), which helped us to capture the path uncertainty of flows in the datacenter. To pick
microactions that would break symmetry of the localization problem, FaultFerence used a
custom-designed algorithm. Using simulation experiments, we showed that FaultFerence
effectively localizes failures and reduces the time and invasiveness of the ad-hoc localization
procedures employed today.

Across these systems, we discovered that high fidelity modeling of the system results
in better diagnosis. In Murphy, staying true to weak inter-dependencies between entities
present in the monitoring data (rather than trying to enforce strong causal dependencies)
resulted in a better model and better diagnosis. In a datacenter network, accurately mod-
eling the path uncertainty of flows and the noisy occasional packet drops resulted in higher
inference accuracy. We believe that some of our techniques are more general than the specific

realizations in this thesis. Hence, they can be applied to other problem scenarios—

e Applying Bayesian network based modeling to handle failures of virtual components
that seem local, but are actually over the network, such as virtual disk failures [98)].
Since the number of such components and the possible number of paths that connect
them to their users can be large, our techniques to speed up inference can be used to

make PGM-based root cause analysis feasible in such cases.

e Applying Markov Random Field based modeling to capture weak dependencies in
other contexts such as in a software system with several components (software blocks,

resources, threads etc.) and using such a model to capture faults in that system.

e Using PGM-based models to reason about hypothetical performance scenarios. For
instance, how would the latency of a service get affected if an additional replica is
added? To reason about such a scenario, a system needs to model how the service la-
tency depends on other components such as the downstream services in the distributed

system or other hardware components (e.g. the network).

e Using closed loop inference, similar to FaultFerence’s design, to capture bugs in dis-
tributed and software systems. For instance, for detecting erroneous service compo-
nents in a distributed system comprised of several services, one strategy could be to
very slightly change the request routing, so that some requests go to a different replica

and then infer the culprit service using a suitable inference algorithm.

Finally, we believe that our work only scratches the surface in automated troubleshooting

of distributed and networked systems. Ensuring reliability of such systems is a major goal

92



for enterprises. Hence, establishing more fundamental ways to model the system and train-
ing that model using available data for high quality inference remains a fertile ground for
research. Using the lessons learnt in our thesis, we believe that it’s important to stay true

to the information present in the input monitoring telemetry in this pursuit.
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